
Cisco Next Generation Firewall & Implementation Services IFB BPM024882 

 

 
 

M a r y l a n d  H e a l t h  B e n e f i t  E x c h a n g e  
 

I n v i t a t i o n  f o r  B i d s   

Cisco Next Generation Firewall & Implementation Services IFB 

SOLICITATION NO.:  BPM024882 

Issue Date:  June 30, 2021 

NOTICE 

Prospective Bidders who have received this document from the Maryland Health Benefit Exchange’s web 

site or eMarylandMarketplace.com, or who have received this document from a source other than the 

Procurement Officer, and who wish to assure receipt of any changes or additional materials related to this 

IFB, should immediately contact the Procurement Officer and provide their names and mailing addresses so 

that addenda to the IFB or other communications can be sent to them. 

Minority Business Enterprises are Encouraged to Respond to this Solicitation 



Cisco Next Generation Firewall & Implementation Services IFB BPM024882 

 

MARYLAND HEALTH BENEFIT EXCHANGE 
KEY INFORMATION SUMMARY SHEET 

Cisco Next Generation Firewall & Implementation Services 
Invitation for Bids # - BPM024882 

 
Invitation For Bids: Cisco Next Generation Firewall & Implementation Services 
 
Issue Date:   June 30, 2021 
 
Procurement Officer:  Raelene Glasgow 
    Procurement Officer 

750 E. Pratt Street 
6th Floor 
Baltimore, MD 21202 
Phone Number: 410-547-8152 
Email: hix.procurement@maryland.gov  

 
Contract Monitor:  Mr. Greg Yaculak 

        750 East Pratt Street 
6th Floor 
Baltimore, MD 21202 

        greg.yaculak@maryland.gov 
 
Procurement Method:  Competitive Sealed Bids (Firm Fixed Price) 
 
Bids are to be sent to (email Maryland Health Benefit Exchange 
delivery strongly preferred): 750 East Pratt Street 

6th Floor 
Baltimore, MD 21202 
Attn: Raelene Glasgow   

    or via email in pdf format 
    hix.procurement@maryland.gov and 

https://marylandhealthconnection.sharefile.com/r-
r5d56d7787c4045eb9a9c0f2bebb485bb 

    A confirmation email will be sent within 24 hours of receipt of bid. 
 
Closing Date and Time:  11:00 AM Eastern Standard Time (EST) on 08/05/2021 
 
Bid Opening Date and Time: 11:30 PM Eastern Standard Time (EST) on 08/05/2021 at 750 E. Pratt 

Street, 6th Floor, Baltimore, MD 21202 (Registration Required) 
 

MBE Subcontracting Goal: 0 % 
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NOTE:  Bidders must agree to the terms and conditions of the IFB including Attachment A – Contract.  

MHBE is issuing this IFB separate from any other State Master Contract.  In addition, Bidders must 

complete Attachment D – Bid Form as is, please see bid form instruction 
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SECTION 1 — BACKGROUND 

 
1.1 Background on the Affordable Care Act 

The Maryland Health Benefit Exchange (“MHBE”) is an independent unit of State government established 

to provide Maryland’s residents and small businesses with the opportunity to compare rates, benefits, and 

quality among insurance plans and to facilitate individuals’ enrollment in plans that best suit their needs. 

MHBE also evaluates eligibility for expanded Medicaid coverage, advanced premium tax credits (“APTC”) 

and other cost-sharing programs designed to make coverage more affordable for individuals with 

household incomes below 400 percent of the federal poverty level (“FPL”). 

 

1.2 Background on Maryland Health Benefit Exchange Procurement  
 

Under § 31-103 of the Insurance Article of the Maryland Code, the MHBE is subject to the provisions of 

State law governing procurement by “exempt units.” See Md. Code Ann., State Fin. & Proc. § 12-401.  The 

principal body that oversees MHBE procurements is the Maryland Health Benefit Exchange Board of 

Trustees.  This particular procurement method is Competitive Sealed Bidding (Firm Fixed Price) as allowed 

under II. A. of the Maryland Health Benefit Exchange Procurement Policies and Procedures, which the 

Board of Trustees adopted in a resolution dated June 27, 2011.  

1.3 Federal Funding Acknowledgement 
 

This particular procurement contains federal funds from the following source: Medicaid Funds, CFDA 

number 93.778.  Execution of a Contract awarded as a result of this bid indicates the Contractor’s 

agreement with all federal funding terms and conditions that apply to contractors receiving federal funds 

from these sources, including the applicable provisions described in Attachment E. 

1.4 Receipt, Opening and Recording of Bids 

1.4.1 Upon receipt, each Bid and any timely modification(s) to a Bid shall remain unopened until the 

time and date set for Bid opening. Before Bid opening, the State may not disclose the identity of 

any Bidder. 

1.4.2 Bids and timely modifications to Bids shall be opened publicly at the time, date and place set forth 

in the Key Information Summary Sheet. The name of each Bidder, the Total Bid Price, and such 

other information as is deemed appropriate shall be read aloud or otherwise made available. The 

MHBE requests that Bidders interested in attending the Bid Opening inform the MHBE via email 2 

days prior to the Bid Opening Date identified in the Key Information Summary Sheet.  Registration 

to attend the Bid opening is required.  

1.5 Confidentiality of Bids 

1.5.1 The Bids shall be tabulated, or a Bid abstract made. The opened Bids shall be available for public 

inspection at a reasonable time after Bid opening, but in any case, before Contract award, except 
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to the extent the Bidder designates trade secrets or other proprietary data to be confidential as 

set forth in this solicitation. See Sections 1.6, 4.1.3 for further information. 

1.6 Public Information Act Notice 

1.6.1 A Bidder should give specific attention to the clear identification of those portions of its 

submission that it considers confidential and/or proprietary commercial information or trade 

secrets, and provide justification why such materials, upon request, should not be disclosed by the 

State under the Public Information Act, Md. Code Ann., General Provisions Article, Title 4.    

Bidders are advised that, upon request for this information from a third party, the MHBE is 

required to make an independent determination whether the information must be disclosed. 

1.7 Protest/Disputes 

Any protest or dispute related, respectively, to this solicitation or the resulting Contract shall be 

subject to the provisions of Section VII of the MHBE Procurement Policies & Procedures and the 

Dispute provisions of the Contract resulting from this IFB (Refer to IFB Attachment A). 
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SECTION 2 — SCOPE OF WORK 

Section 2.1 Purpose: 

The purpose of this solicitation is to procure Cisco Next Generation Firewall subscription and 

implementation services to safeguard and control MHBEs network from external unwanted intrusions. The 

scope of work has been documented in the Section 2 below.  

Section 2.2 Requirements: 

A. Licenses  

Part Number 
Smart 

Account 
Mandatory 

Description 
Service 

Duration 
(Months) 

Estimated 
Lead Time 

(Days) 
Quantity 

FPR2140-BUN - Cisco Firepower 2140 Master 
Bundle 

--- N/A 1 

FPR2140-NGFW-
K9 

- 
Cisco Firepower 2140 NGFW 
Appliance, 1U, 1 x NetMod 
Bay 

--- 35 1 

CON-SSSNP-
FPR2140N 

- 
SOLN SUPP 24X7X4 Cisco 
Firepower 2140 NGFW 
Appliance, 1U, 

12 N/A 1 

CAB-AC - 
AC Power Cord (North 
America), C13, NEMA 5-15P, 
2.1m 

--- 7 2 

SF-F2K-TD6.4-K9 - 
Cisco Firepower Threat 
Defense software v6.4 for 
FPR2100 

--- 14 1 

FPR2K-SSD200 - 
Firepower 2000 Series SSD 
for FPR-2130/2140 

--- 14 1 

FPR2K-SLIDE-
RAILS 

- 
Firepower 2000 Slide Rail Kit 

--- 14 1 

FPR2K-CBL-
MGMT 

- 
Firepower 2000 Cable Mgmt 
Brackets 

--- 14 1 

FPR2K-NM-
BLANK 

- 
Firepower 2000 Series 
Network Module Blank Slot 
Cover 

--- 14 1 

FPR2K-FAN - 
Firepower 2000 Series Fan 
Tray 

--- 14 1 

FPR2K-PWR-AC-
400 

- 
Firepower 2000 Series  400W 
AC Power Supply 

--- 14 2 

FPR2K-SSD-
BBLKD 

- 
Firepower 2000 Series SSD 
Slot Carrier 

--- 14 1 

L-FPR2140T-
TMC= 

Yes 
Cisco FPR2140 Threat 
Defense Threat, Malware 
and URL License 

--- 3 1 
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L-FPR2140T-
TMC-1Y 

- 
Cisco FPR2140 Threat 
Defense Threat, Malware 
and URL 1Y Subs 

12 N/A 1 

SF-FMC-VMW-2-
K9 

Yes Cisco Firepower 
Management Center, 
(VMWare) for 2 devices 

--- 3 1 

CON-ECMUS-
SFMMCVWK 

- 
SOLN SUPP SWSS Cisco 
Firepower Management 
Center 

12 N/A 1 

 

B. Cisco Next-Generation Firewall Implementation Subscription Service  

Line Item Quantity Description of Implementation Service 

CON-AS-NS-PDI  1 Next General Firewall Implementation Subscription Service to be 
provided by Cisco 

 

Service Components 

The components mentioned below outline the scope of the service to be provided by Cisco. 

I) Solution Design 

Activities 

1. Cisco will work with the Maryland Health Benefit Exchange (MHBE) to schedule and conduct a 
workshop to gather solution requirements, including:  

 
a. Business requirements  
b. Technical requirements  
c. Future Technology direction  

 
2. Review Maryland Health Benefit Exchange-provided information as input into the development of 

the low-level architecture design 
 

3. Draft the Low-Level Design (LLD) Document, using information from the agreed-upon High Level 
Design (HLD) Document and any additional input provided by Maryland Health Benefit Exchange; 
the LLD Document may include:  

a. Network logical and physical topology  
b. Security design  
c. Sample configurations templates for Cisco infrastructure devices  
d. Software release recommendations based on features and/or functionality.  
e. Hardware platform recommendations  
 

4. Provide the LLD Document to Maryland Health Benefit Exchange for review and approval. 
 

5. Conduct up to a one (1) business-day, remote executive presentation of the LLD Document for key 
Maryland Health Benefit Exchange stakeholders and project sponsors.  
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Deliverables: 
 

1. Low-level design document 
 

II) Test Plan Development 

Activities 

1. Conduct up to a one (1) business-day, remote workshop to discuss with Maryland Health Benefit 
Exchange the high-level test plan, test cases, execution process, and test tools to be used. 

 
2. Draft a Test Plan Document (TPD) using the Cisco provided HLD and LLD documents; the TPD will 

include: 
 

a. Test case procedures and roles 
b. Test case expected results and pass/fail criteria 
c. Test case tool requirements (if applicable) 

 
3. Provide the TPD to Maryland Health Benefit Exchange for review and approval.  

 
Deliverable: 
 

2. Test Plan Document (TPD) 
 

III) Testing Execution 
 
Activities 
 

1. Perform testing in accordance with the agreed-upon TPD 
2. Update the TPD to include the test results, test failures, problem identification, and recommended 

resolution 
3. Provide the updated TPD to Maryland Health Benefit Exchange for review and approval  

 

Deliverables: 
 

3. Updated Test Plan Document (TPD) 
 

IV) Implementation Plan Development 
 
Activities 
 

1. Conduct up to a one (1) business-day, remote workshop with Maryland Health Benefit Exchange 
to discuss the high-level implementation strategy.  

2. Review and finalize implementation scenarios based on the input from Maryland Health Benefit 
Exchange’s solution, security, operations, and application teams, as applicable.  

3. Draft the Implementation Plan based on the existing design, including: 
a. Detailed systematic procedures for solution implementation. 
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b. Recommended implementation sequence and scheduling as per the timeline for the 
proposed implementation. 

c. Rollback procedures (if any) 
d. Configurations for the relevant solution.  

4. Provide the Implementation Plan to Maryland Health Benefit Exchange for review and approval. 
 
Deliverables 
 

1. Implementation Plan 
 

V) Implementation Execution 
 
Activities 
 

1. Install the Cisco products in accordance with the Cisco specification. Cisco will provide on-site 
support for up to four (4) days during this phase of implementation execution. 

2. Execute the tasks and procedures defined in the Implementation Plan in the Maryland Health 
Benefit Exchange environment, including: 

a. Systematic procedures for the customer specific implementation 
b. Perform the approved implementation sequence and scheduling as per the timeline for 

the proposed implementation. 
c. Perform rollback procedures (if necessary) 
d. Customer specific activities will be determined based on the SRD and will include: 

i. Implement one (1) FP2100 series NGFW 
ii. Up to 100 ACLs, up to 50 NATs, up to five (5) VPN tunnels 

iii. AnyConnect configuration as it pertains to ISE 
3. Update LLD Document to include implemented components, devices, and applications to reflect 

the final “as-built” design, if applicable. 
4. Provide the updated LLD Document to Maryland Health Benefit Exchange for review and approval. 
 
 

Deliverables 
 

1. Updated LLD document as applicable 
 

VI) Post Implementation Support  
 
Activities 
 

1. Provide two (2) consecutive business days of remote Post-Implementation Support to be 
scheduled within a period of two (2) calendar weeks commencing the next business day following 
completion of implementation.  

2. Provide one (1) Cisco resource as remote consultative support for evaluating issues that occurred 
during implementation, identifying the root cause, and if applicable, documenting these in the 
Root Cause Analysis Report.  

3. Perform the following remediation activities if the root cause is a result of implementation and is 
within the scope of Cisco’s responsibilities:  

o Develop a Remediation Plan and review with Maryland Health Benefit Exchange 
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o Schedule change window to implement the Remediation Plan 
o Execute the Remediation Plan and confirm resolution of the issue(s) 

4. Provide the Root Cause Analysis Report and Remediation Plan (if applicable) to Maryland Health 
Benefit Exchange for review and approval.  

 

Deliverables 
 

1. Root Cause Analysis Report and Remediation Plan, if applicable 
2. Support related documentation, as needed 

 
VII) Knowledge Transfer  

 
Activities 
 

1. Provide information to Maryland Health Benefit Exchange regarding any course prerequisites for 
Maryland Health Benefit Exchange personnel nominated to attend the Knowledge Transfer 
Workshop 

2. Determine an appropriate format and delivery method for the Knowledge Transfer Workshop  
3. Agree to the date of the Knowledge Transfer Workshop  
4. Conduct one (1) remote Knowledge Transfer Workshop on topics relevant to the Cisco products 

and technologies deployed in Maryland Health Benefit Exchange’s production network. The 
workshop duration will be up to one (1) business day, for a maximum of eight (8) Maryland Health 
Benefit Exchange participants 

5. Provide related knowledge transfer materials to Maryland Health Benefit Exchange, if any 
 
 
Deliverables 
 

1. Knowledge transfer materials, if any.  
 
 
Assumptions and Exclusions 
 
Assumptions 
 

1. Implement one (1) FP2100 series NGFW 
2. Up to 100 ACLs, up to 50 NATs, up to five (5) VPN Tunnels.  
3. AnyConnect configuration 
4. On-site support during implementation execution 
5. Post migration support includes up two (2) business days over two (2) consecutive calendar weeks 

duration of remote support after the firewall cutover  
 

Exclusions 
 

1. Multi-context, Security Group Tags, Code Upgrade, Host Scanning, Posture 
2. Racking, stacking, and powering  
3. Firewall rule optimization  
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4. Network infrastructure configuration and troubleshooting 
5. Endpoint configuration, integration and troubleshooting  
6. Third-party integration, configuration and troubleshooting  
7. AMP for Endpoints  

 
Project Schedule 
 

Activity Deliverables Estimated Number of  

Business Days 

Project Management Plan Project Management 

Plan 

3 

Solution Design Low Level Design (LLD) 5 

Testing Execution Test Plan 4 

Implementation Execution Implementation plan 5 

Post Implementation 

Support 

N/A 10 

Knowledge Transfer 

Session 

N/A 1 

 
2.4 Invoicing 

 
All invoices shall be submitted by the Contractor within 30 days of receipt of equipment, software or 
services and shall include, at the minimum, the following information: 
 

● Name and address of the MHBE 
● Contractor name 
● Products(s) and/or service(s) purchased listed separately including the amount for each individual 

charge (i.e., 5 – ABC Hardware @ $2,000 Total $10,000.00, Support @ $100.00 Total $200.00) 
● Supporting Documentation 
● E-mail address/phone number of Contractor’s POC 
● Remittance address 
● Federal taxpayer identification or (if owned by an individual) Contractor’s social security number 
● Invoice period, invoice date, invoice number and amount due 
● Purchase Order # being billed 

 
Invoices submitted without the required information will not be processed for payment until the 
Contractor provides the required information.  The MHBE is generally exempt from Federal excise taxes, 
Maryland sales and use taxes, District of Columbia sales taxes and transportation taxes.  The Contractor: 
however, is not exempt from such sales and use taxes and may be liable for the same.   
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SECTION 3 – BIDDER MINIMUM QUALIFICATIONS 

 
The Bidder must be an authorized reseller of Cisco. As proof, the Bidder must submit with the bid a letter 
of authorization from the manufacturer or providing evidence of the rights to resell all products and 
services required by this IFB.  
 

SECTION 4— BID FORMAT, DUE DATE AND TIME 

 
4.1 One Part Submission  
 
4.1.1 To minimize duplication costs, MHBE strongly desires e-mail delivery of Bids.   
 
4.1.2 Bidders submitting via email must submit their bids and all required attachments in pdf format to  
 hix.procurement@maryland.gov. Bidders must submit with their Bid the required minimum 

qualification documentation (see Section 3), and any required bid submissions (see Section 4.2.4) 
with one document clearly labeled as “Bid, Cisco Next Generation Firewall & Implementation 
Services # BPM024882” in time to be received by 11:00 AM, Eastern Standard Time, August 05 
2021.   

 
4.1.3 A second attachment labeled “Bid, Cisco Next Generation Firewall & Implementation Services 

# BPM024882 PIA”, in searchable Adobe .pdf format for Public Information Act (PIA) requests (this 
copy shall be redacted so that confidential and/or proprietary information has been removed (see 
Section 1.6 “Public Information Act Notice”).  If a Bidder chooses to submit its Bid without 
identifying any information that is confidential/proprietary, it should still provide the second 
attachment required here and label it “PIA”, even though no information therein will be redacted. 

 
4.1.4 Bidders choosing to provide paper submissions shall email the Procurement Officer at the email 

address specified in the Key Information summary sheet for submission instructions.   
 
4.1.5     Bids delivered by facsimile shall not be considered. 
 
4.1.6     The Procurement Officer must receive all files by the IFB due date and time specified in the Key 

Information Summary Sheet and Section 4.1.2. If submitted via e-mail, the date and time of 
submission is determined by the date and time of arrival in the hix.procurement@maryland.gov e-
mail box. Requests for extension of this date and time will not be granted. Except as provided in 
COMAR 21.05.02.10, Bids received by the Procurement Officer after the due date will not be 
considered. 

 
4.2 Required Bid Submissions 
 
Bidders shall include the following with their Bid: 
 
4.2.1 Transmittal Letter: 
 
A Transmittal Letter shall accompany the Bid.  The purpose of this letter is to transmit the Bid and 
acknowledge the receipt of any addenda.  The Transmittal Letter should be brief and signed by an 

about:blank
mailto:hix.procurement@maryland.gov
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individual who is authorized to commit the Bidder to the services and requirements as stated in this IFB.  
The Transmittal Letter should include the following: 
 

● Name and address of the Bidder; 
● Name, title, e-mail address, and telephone number of primary contact for the Bidder; 
● “Cisco Next Generation Firewall & Implementation Services # BPM024882” and 

Solicitation Number that the Bid is in response to; 
● Signature, typed name, and title of an individual authorized to commit the Bidder to its 

Bid; 
● Federal Employer Identification Number (FEIN) of the Bidder, or if a single individual, that 

individual’s Social Security Number (SSN); 
● Bidder’s eMMA number; 
● Bidder’s MBE certification number (if applicable); 
● Acceptance of all State IFB and Contract terms and conditions; and 
● Acknowledgement of all addenda to this IFB. 

 
4.2.2 Minimum Qualifications Documentation: 
 
The Bidder shall submit any Minimum Qualifications documentation that may be required, as forth in 
Section 3 “Bidder Minimum Qualifications.” 
 
4.2.3 Bid Price Form 
 
The Bid shall contain all price information in the format specified on IFB Attachment D - Bid Form.  
Complete the Bid Form only as provided in the Bid Pricing Instructions.  Do not amend, alter, or leave 
blank any items on the Bid Form or include additional clarifying or contingent language on or attached 
to the Bid Form.  Failure to adhere to any of these instructions may result in the Bid being determined to 
be non-responsive and rejected by MHBE. 
 
4.2.4 Completed Required Attachments 
For email submissions, submit one (1) copy of each with original signatures.  

● Attachment B - Bid/Proposal Affidavit 
● Attachment E – Federal Funds Attachment, including E-1 and E-2 

 
4.3  Electronic Transactions Authorized 
 
4.3.1     This procurement authorizes electronic transactions in keeping with COMAR 21.03.05 et seq. and 

pursuant to the Maryland Uniform Electronic Transactions Act, Maryland Code Annotated, 
Commercial Law Article, Title 21.     

 
4.3.2     In addition to specific electronic transactions specifically authorized in other sections of this IFB, 

including its attachments (e.g., Sections 4.1 (One Part Submission Via Email Preferred) and 6 
(Bidder agrees to accept payments by electronic funds transfer)) and subject to the exclusions 
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noted in Section 4.3.3, below, the following transactions are authorized to be conducted by 
electronic means on the terms described: 

 
A. The Procurement Officer may conduct the procurement using eMMA, the Maryland Health 

Benefit Exchange website at http://www.marylandhbe.com/about-us/procurement/  or e-mail 
to issue:  
a) the solicitation (e.g., the IFB/RFP);  
b) any amendments;  
c) pre-Bid/Proposal conference documents;  
d) questions and responses;  
e) communications regarding the solicitation or Bid/Proposal to any Bidder/Offeror or 

potential Bidder/Offeror;  
f) notices of award selection or non-selection; and  
g) the Procurement Officer’s decision on any Bid protest or Contract claim. 
h) Contract award 
i) Contract Modifications  

B.  A Bidder/Offeror or potential Bidder/Offeror may use e-mail to:  
a) submission of initial Bids or Proposals;  
b) ask questions regarding the solicitation;  
c) reply to any material received from the Procurement Officer by electronic means that 

includes a Procurement Officer’s request or direction to reply by e-mail or facsimile, but 
only on the terms specifically approved and directed by the Procurement Officer;  

d) submit a "No Bid/Proposal Response" to the solicitation.  
e) submit a Pre-Proposal Conference Response Form 
f) submit a signed Contract, Contract Affidavit, Non-Exchange Entity Agreement, Non-

Disclosure Agreement or other attachment required to be returned with an executed 
Contract or within five days of award 

g) submit a signed Contract Modification 
C.  The Procurement Officer, the Contract Monitor, and the Contractor may conduct day-to-day 

Contract administration, except as outlined in Section E of this subsection utilizing e-mail, 
facsimile, or other electronic means if authorized by the Procurement Officer or Contract 
Monitor.  

 
4.3.3 The following transactions related to this procurement and any Contract awarded pursuant to it 

are not authorized to be conducted by electronic means:  

a) filing of Bid Protests;  
b) filing of Contract Claims; or 
c) any transaction, submission, or communication where the Procurement Officer has 

specifically directed that a response from the Contractor or Bidder/Offeror be provided in 
writing or hard copy.  

 
4.3.4 Any facsimile or e-mail transmission is only authorized to the facsimile numbers or e-mail 

addresses for the identified person as provided in the solicitation, the Contract, or in the direction 
from the Procurement Officer or Contract Monitor. 

http://www.marylandhbe.com/about-us/procurement/
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4.3.5 MHBE requires original signatures on all submissions that this IFB or the document form requires 
to be signed, including but not limited to all Transmittal Letters, Bids, the Contract or Contract 
Modifications resulting from this IFB. However, the Contractor may scan and 
submit electronically any document containing such original signature(s). The Contract and other 
contractual documents each may be signed by the Parties in counterparts, each of which shall be 
deemed to be an original but all of which, taken together, shall constitute one and the same 
Contract. 

4.4 Documents Required upon Notice of Recommendation for Contract Award 
Upon receipt of a Notification of Recommendation for Contract Award, the following documents shall be 
completed and submitted electronically, via email, by the recommended awardee within five (5) Business 
Days, unless noted otherwise: 

● Attachment A – Standard Contract  
● Attachment C - Contract Affidavit 

 
SECTION 5 — BASIS FOR AWARD 

 
A contract shall be awarded to the responsible Bidder submitting a responsive Bid with the most favorable 
Total Bid Price for providing the products/services as specified in this IFB.  The most favorable Total Bid 
Price will be the lowest price on IFB Attachment D - Bid Form.   
 

SECTION 6 — GENERAL INFORMATION AND REQUIREMENTS 
 

● The Contract that results from this IFB shall be a firm fixed price contract.  
 

● The Contract resulting from this IFB shall commence as of the date of the full execution by the Parties. The 
hardware support and service shall run a full twelve (12) months after hardware shipment. The license 
support and service shall run a full twelve (12) months after activation.  The Contractor shall provide 
services upon receipt of a written Notice to Proceed. Audit, confidentiality, document retention, patents, 
copyrights & intellectual property, warranty and indemnification obligations under the Contract and any 
other obligations specifically identified in the Contract shall survive termination of the Contract. 
 

● If it becomes necessary to revise this IFB before the due date for bids, addenda will be provided to all 
prospective Bidders who were sent this IFB or otherwise are known by the Procurement Officer to have 
obtained this IFB.  In addition, addenda to the IFB will be posted on the MHBE web page and through 
eMaryland Marketplace Advantage.  Addenda made after the due date for bids will be sent only to those 
Bidders who submitted a timely bid.   
 

● The MHBE reserves the right to cancel this IFB, accept or reject any and all bids (in whole or in part) 
received in response to this IFB, to waive or permit cure of minor irregularities.  The MHBE also reserves 
the right, in its sole discretion, to award a Contract based upon the written bids received without prior 
discussions or negotiations.  
 

● The MHBE is not responsible for Contractor’s costs incurred in preparing and submitting a bid or in 
performing any other activities relative to this solicitation.  
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● By submitting a response to this solicitation, the Bidder agrees to accept payments by electronic funds 
transfer if selected for Contract unless the State Comptroller’s Office grants an exemption.  Payment by 
electronic funds transfer is mandatory for contracts exceeding $100,000.  The selected Contractor shall 
register using the COT/GAD X-10 Vendor Electronic Funds (EFT) Registration. 

 
● Request Form.  Any request for exemption must be submitted to the State Comptroller’s Office for 

approval at the address specified on the COT/GAD X-10 form and must include the business identification 
information as stated on the form and include the reason for the exemption.  The COT/GAD X-10 form can 
be downloaded at: http://compnet.comp.state.md.us/gad/pdf/GADX-10.pdf.  

 
● The sole point of contact at the MHBE for purposes of this IFB, prior to the award of any contract, is the 

Procurement Officer at the address listed below: 
Raelene Glasgow 

 Title: Procurement Officer 
 Address: 750 E. Pratt Street, 6th Floor, Baltimore, MD 21202 
 Email Address: hix.procurement@maryland.gov  

 
● The individual responsible for day-to-day administration and management of the Contract issued 

pursuant to this IFB shall be the Contract Monitor identified below: 
 

Name: Greg Yaculak 
      Address: 750 East Pratt Street, 6th Floor, Baltimore, MD 21202 
      Email address: greg.yaculak@maryland.gov   

 
● The MHBE may change the Procurement Officer and/or the Contract Monitor at any time by written 

notice. 
 
● Bids submitted in response to this IFB are irrevocable for 120 days following the closing date of bids. 

This period may be extended at the Procurement Officer's request only with the Bidder's written 
agreement. 
 

 
SECTION 7 — ATTACHMENTS 

● Attachment A - Standard Contract – Must be signed and submitted within five (5) business days of 
notification of proposed Contract award. 

● Attachment B - Bid/Proposal Affidavit – Must be completed and submitted with the Bid. 

● Attachment C - State Contract Affidavit – Must be completed and submitted within five (5) business 
days of notification of proposed Contract award. 

● Attachment D – Bid Form – Must be completed and submitted with the Bid. 

● Attachment E – Federal Funds Attachment – This attachment describes requirements and restrictions 

associated with the federal funds to be used in this Contract. Execution of a Contract awarded as a result 

http://compnet.comp.state.md.us/gad/pdf/GADX-10.pdf
http://compnet.comp.state.md.us/gad/pdf/GADX-10.pdf
mailto:hix.procurement@maryland.gov
mailto:greg.yaculak@maryland.gov
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of this IFB indicates a Contractor’s agreement with all applicable requirements and restrictions.  This 

attachment must be completed and submitted with the Bid. 
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ATTACHMENT A – CONTRACT 

Cisco Next Generation Firewall & Implementation Services 
IFB # BPM024882 

 

THIS CONTRACT (the “Contract”) is made as of the Effective Date defined below by and between 

_____________________________[Contractor’s name] (the “Contractor”) and the MARYLAND HEALTH 

BENEFIT EXCHANGE, a unit of the STATE OF MARYLAND (the “MHBE”). The Contractor and the MHBE each 

are a “Party” and, together, are the “Parties”. 

In consideration of the premises and the covenants herein contained, the Parties agree as follows: 

1. Definitions 
 
In this Contract, the following words have the meanings indicated: 
 
1.1 “Bid” means the Contractor’s Bid dated _________. 

 
1.2 “COMAR” means Code of Maryland Regulations. 
 
1.3 “Contract Monitor” means the MHBE employee identified in Section 6 of the IFB as the Contract 

Monitor or a successor designated by the MHBE. 
 
1.4  “Contractor” means ________________________________ [Contractor’s name] whose principal 

business address is _____________________________________[Contractor’s primary address] 
and whose principal office in Maryland is _______________________________[Contractor’s local 
address. 

 
1.5 “Effective Date” means the date on which the last of the two Parties signs this Contract. 
 
1.6 “MHBE” means the Maryland Health Benefit Exchange. 
 
1.7 “IFB” means the Invitation for Bids for Cisco Next Generation Firewall & Implementation Services # 

BPM024882, and any addenda thereto issued in writing by the MHBE. 
 
1.8 “Procurement Officer” means the MHBE employee identified in Section 6 of the IFB as the 

Procurement Officer or a successor designated by the MHBE.  
 
1.9 “Software” means the object code version of computer programs licensed pursuant to this 

Contract.  Embedded code, firmware, internal code, microcode, and any other term referring to 
software that is necessary for proper operation is included in this definition of Software.  Software 
includes all prior, current, and future versions of the Software and all maintenance updates and 
error corrections.  “Software” also includes any upgrades, updates, bug fixes or modified versions 
or backup copies of the Software licensed to the MHBE by Contractor or an authorized distributor. 

 
1.10 “State” means the State of Maryland. 
 
2. Scope of Contract 
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2.1 The Contractor shall provide products and services as described in the IFB for Cisco Next 

Generation Firewall & Implementation Services awarded in accordance with Exhibits A-D listed in 
this section and hereby incorporated as part of this Contract.  If there is any conflict between this 
Contract and the Exhibits, the terms of the Contract shall govern.  If there is any conflict among 
the Exhibits, the following order of precedence shall determine the prevailing provision: 

 
Exhibit A – The IFB  
Exhibit B – State Contract Affidavit, executed by the Contractor and dated _________________. 
Exhibit C – The Federal Funds Attachment (Attachment E to the IFB, including E-1 and E-2) 
Exhibit D – The Bid 

 
2.2 The Procurement Officer may, at any time, by written order, make changes in the work within the 

general scope of the Contract or the IFB.  No other order, statement, or conduct of the 
Procurement Officer or any other person shall be treated as a change or entitle the Contractor to 
an equitable adjustment under this section.  Except as otherwise provided in this Contract, if any 
change under this section causes an increase or decrease in the Contractor’s cost of, or the time 
required for, the performance of any part of the work, whether or not changed by the order, an 
equitable adjustment in the Contract price shall be made and the Contract modified in writing 
accordingly.  The Contractor must assert in writing its right to an adjustment under this section 
within thirty (30) days of receipt of written change order and shall include a written statement 
setting forth the nature and cost of such claim.  No claim by the Contractor shall be allowed if 
asserted after final payment under this Contract.  Failure to agree to an adjustment under this 
section shall be a dispute under the Disputes clause.  Nothing in this section shall excuse the 
Contractor from proceeding with the Contract as changed. 

 
2.3 While the Procurement Officer may, at any time, by written change order, make unilateral 

changes in the work within the general scope of the Contract as provided in Section 2.2 above, the 
Contract may be modified by mutual agreement of the parties, provided: (a) the modification is 
made in writing; (b) all parties sign the modification; and (c) all required approvals are obtained. 

 
2.4 Contracts awarded in violation of the MHBE Procurement Policies and Procedures are voidable at 

the election of MHBE. 
 
3. Period of Performance.  
 
3.1 The Contract shall start as of the date of full execution by the Parties and form that date, run a full 

twelve months.     
 
3.2 Audit, confidentiality, document retention, patents, copyrights and intellectual property, warranty 

and indemnification obligations under this Contract and any other obligations specifically 
identified shall survive expiration or termination of the Contract. 

 
4. Consideration and Payment 
 
4.1 In consideration of the satisfactory performance of the work set forth in this Contract, the MHBE 

shall pay the Contractor in accordance with the terms of this Contract and at the prices quoted in 
the Bid.  
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4.2 Payments to the Contractor shall be made no later than thirty (30) days after the MHBE’s receipt 

of a proper invoice for services provided by the Contractor, acceptance by the MHBE of services 
provided by the Contractor, and pursuant to the conditions outlined in Section 4 of this Contract.  
Each invoice must include the Contractor’s Federal Tax Identification or Social Security Number for 
a Contractor who is an individual which is _________________________ [Contractor’s FEIN or 
SSN-].  Charges for late payment of invoices other than as prescribed at Md. Code Ann., State 
Finance and Procurement Article, §15-104 are prohibited.  Invoices shall be submitted to the 
Contract Monitor at hbe.finance@maryland.gov.  Electronic funds transfer shall be used by the 
MHBE to pay Contractor pursuant to this Contract and any other State payments due Contractor 
unless the State Comptroller’s Office grants Contractor an exemption. 

 
4.3 In addition to any other available remedies, if, in the opinion of the Procurement Officer, the 

Contractor fails to perform in a satisfactory and timely manner, the Procurement Officer may 
refuse or limit approval of any invoice for payment and may cause payments to the Contractor to 
be reduced or withheld until such time as the Contractor meets performance standards as 
established by the Procurement Officer. 

 
4.4 Payment of an invoice by the MHBE is not evidence that services were rendered as required under 

this Contract. 
 
4.5 Contractor’s eMaryland Marketplace Advantage vendor ID number is _____________(Contractor’s 

eMMA number). 
 
5. Patents, Copyrights, and Intellectual Property 
 
5.1 If the Contractor furnishes any design, device, material, process, or other item, which is covered 

by a patent, trademark or service mark, or copyright or which is proprietary to, or a trade secret 
of, another, the Contractor shall obtain the necessary permission or license to permit the State to 
use such item or items. 
 

5.2 Except as provided in Section 5.4 of this Contract, the Contractor agrees that all documents and 
materials, including but not limited to, reports, drawings, studies, specifications, estimates, tests, 
maps, photographs, designs, software, equipment, graphics, mechanical, artwork, computations 
and data prepared by or for the Contractor for purposes of this Contract (Work Product) shall 
become and remain the sole and exclusive property of the State and shall be available to the 
MHBE at any time. The MHBE shall have the right to use the same without restriction and without 
compensation to the Contractor other than that specifically provided by this Contract. 
 

5.3 Except as provided in Section 5.4 of this Contract, the Contractor agrees that at all times during 
the term of this Contract and thereafter, the Work Product shall be "works made for hire" as that 
term is interpreted under U.S. copyright law and shall be owned by the State. Ownership includes 
the right to copyright, patent, register and the ability to transfer these rights and all information 
used to formulate such Work Product. In the event any Work Product is or may not be considered 
a work made for hire under applicable law, Contractor assigns and transfers to the State the entire 
right, title and interest in and to all rights in the Work Product and any registrations and copyright 
applications relating thereto and any renewals and extensions thereof. Contractor shall execute all 
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documents and perform such other proper acts as the State may deem necessary to secure for it 
the rights pursuant to this section. 

 
5.4 Notwithstanding anything to the contrary in this Contract, to the extent (i) the Work Product 

incorporates any commercial-off-the shelf software (COTS)  and/or any Pre-Existing Intellectual 
Property or (ii) any COTS and/or Pre-Existing Intellectual Property (other than a computer’s 
operating system, supported internet browser, browser accessibility software or hardware if 
needed by the user, and software required to access a commonly-available data transmission tool 
or export format) is required to access, install, build, compile or otherwise use the Work Product 
(such COTS and Pre-Existing Intellectual Property individually and collectively referred to herein as 
“Third-party Intellectual Property,” which shall be the sole property of Contractor or its third-party 
licensors, as applicable), Contractor hereby grants, on behalf of itself and any third-party licensors, 
to the State a royalty-free, paid-up, non-exclusive, unrestricted, unconditional, irrevocable, 
worldwide right and license, with the right to use, execute, reproduce, display, perform, distribute 
copies of internally, modify and prepare derivative works based upon, such Third-party Intellectual 
Property as may be necessary for the State to use the Work Product for the purposes for which 
such Work Product was designed and intended. “Pre-Existing Intellectual Property” means any 
program, utility or tool owned by Contractor or its third-party licensors that was created by 
Contractor or its third-party licensors independently from its performance of this Contract and not 
solely using funds from this Contract. 
 

5.5 Subject to the terms of Section 6, Contractor shall defend, indemnify, and hold harmless the State, 
including, but not limited to, the Agency and its agents, officers, and employees, from and against 
any and all claims, costs, losses, damages, liabilities, judgments and expenses (including without 
limitation reasonable attorneys’ fees) arising out of or in connection with any claim the Work 
Product or any Third-party Intellectual Property infringes, misappropriates or otherwise violates 
any Third-party Intellectual Property rights. Contractor shall not enter into any settlement 
involving third party claims that contains any admission of or stipulation to any guilt, fault, liability 
or wrongdoing by the State or that adversely affects the State’s rights or interests, without the 
State’s prior written consent, which consent may be withheld in the State’s sole and absolute 
discretion. Contractor shall be entitled to control the defense or settlement of such claim (with 
counsel reasonably satisfactory to the State), provided that the State will, upon requesting 
indemnification hereunder: (a) provide reasonable cooperation to Contractor in connection with 
the defense or settlement of any such claim, at Contractor’s expense; and (b) be entitled to 
participate in the defense of any such claim. Contractor’s obligations under this section will not 
apply to the extent any Third-party Intellectual Property infringes, misappropriates or otherwise 
violates any third-party intellectual rights as a result of modifications made by the State in 
violation of the license granted to the State pursuant to section 5.4; provided that such 
infringement, misappropriation or violation would not have occurred absent such modification. 

 

5.6 Without limiting Contractor’s obligations under Section 5.5, if all or any part of the Work Product 
or any Third Party Intellectual Property is held, or Contractor or the State reasonably determines 
that it could be held, to infringe, misappropriate or otherwise violate any third party intellectual 
property right, Contractor (after consultation with the State and at no cost to the State): (a) shall 
procure for the State the right to continue using the item in accordance with its rights under this 
Contract; (b) replace the item with an item that does not infringe, misappropriate or otherwise 
violate any third party intellectual property rights and, in the State’s sole and absolute 
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determination, complies with the item’s specifications, and all rights of use and/or ownership set 
forth in this Contract; or (c) modify the item so that it no longer infringes, misappropriates or 
otherwise violates any third party intellectual property right and, in the State’s sole and absolute 
determination, complies with the item’s specifications and all rights of use and/or ownership set 
forth in this Contract. 

 

5.7 Except for any Pre-Existing Intellectual Property and Third-Party Intellectual Property, Contractor 
shall not acquire any right, title or interest (including any intellectual property rights subsisting 
therein) in or to any goods, software, technical information, specifications, drawings, records, 
documentation, data or any other materials (including any derivative works thereof) provided by 
the State to the Contractor. Notwithstanding anything to the contrary herein, the State may, in its 
sole and absolute discretion, grant the Contractor a license to such materials, subject to the terms 
of a separate writing executed by the Contractor and an authorized representative of the State. 

 

5.8 Contractor, on behalf of itself and its subcontractors, hereby agrees not to incorporate, link, 
distribute or use any Third-party Intellectual Property in such a way that: (a) creates, purports to 
create or has the potential to create, obligations with respect to any State software (including any 
deliverable hereunder), including without limitation the distribution or disclosure of any source 
code; or (b) grants, purports to grant, or has the potential to grant to any third-party any rights to 
or immunities under any State intellectual property or proprietary rights. Without limiting the 
generality of the foregoing, neither Contractor nor any of its subcontractors shall incorporate, link, 
distribute or use, in conjunction with the Work Product, any code or software licensed under the 
GNU General Public License (“GPL”), Lesser General Public License (“LGPL”), Affero GPL (“AGPL”), 
European Community Public License (“ECPL”), Mozilla, or any other open source license, in any 
manner that could cause or could be interpreted or asserted to cause any State software (or any 
modifications thereto) to become subject to the terms of the GPL, LGPL, AGPL, ECPL, Mozilla or 
such other open source software. 
 

5.9 Without limiting the generality of the foregoing, neither Contractor nor any of its subcontractors 
shall use any software or technology in a manner that will cause any patents, copyrights or other 
intellectual property which are owned or controlled by the State or any of its affiliates (or for 
which the State or any of its subcontractors has received license rights) to become subject to any 
encumbrance or terms and conditions of any third-party or open source license (including, 
without limitation, any open source license listed on 
http://www.opensource.org/licenses/alphabetical) (each an “Open Source License”). These 
restrictions, limitations, exclusions and conditions shall apply even if the State or any of its 
subcontractors becomes aware of or fails to act in a manner to address any violation or failure to 
comply therewith. No act by the State or any of its subcontractors that is undertaken under this 
Contract as to any software or technology shall be construed as intending to cause any patents, 
copyrights or other intellectual property that are owned or controlled by the State (or for which 
the State has received license rights) to become subject to any encumbrance or terms and 
conditions of any Open-Source License. 
 

5.10 The Contractor shall report to the MHBE, promptly and in written detail, each notice or claim of 
copyright infringement received by the Contractor with respect to all Work Product delivered 
under this Contract. 
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6. Indemnification 

 
6.1 Contractor shall indemnify, defend, and hold the State, its directors, officers, employees and 

agents harmless from third-party liability for tangible property damage, bodily injury and death, 
and for fraud or willful misconduct of Contractor, including all related defense costs and expenses 
(including reasonable attorneys’ fees and costs of investigation, litigation, settlement, judgments, 
interest and penalties) arising from or relating to the performance of the Contractor or its 
subcontractors under this Contract. 
 

6.2 The State has no obligation to provide legal counsel or defense to the Contractor or its 
subcontractors in the event that a suit, claim or action of any character is brought by any person 
not party to this Contract against the Contractor or its subcontractors as a result of or relating to 
the Contractor's obligations under this Contract. 

 

6.3 The State has no obligation for the payment of any judgments or the settlement of any claims 
against the Contractor or its subcontractors as a result of or relating to the Contractor's 
obligations under this Contract. 

 

6.4 The Contractor shall immediately notify the Procurement Officer of any claim or suit made or filed 
against the Contractor or its subcontractors regarding any matter resulting from or relating to the 
Contractor's obligations under the Contract, and will cooperate, assist, and consult with the State 
in the defense or investigation of any claim, suit, or action made or filed against the State as a 
result of or relating to the Contractor's performance under this Contract. 

 

6.5 Section 6 shall survive expiration of this Contract. 
 

7. Confidential or Proprietary Information and Documentation 
 
7.1 Subject to the Maryland Public Information Act and any other applicable laws and the 

implementation of regulations promulgated pursuant thereto, all confidential or proprietary 
information and documentation relating to either party (including without limitation, any 
information or data stored within the Contractor’s computer systems) shall be held in absolute 
confidence by the other party.  Each party shall, however, be permitted to disclose relevant 
confidential information to its officers, agents, and employees to the extent that such disclosure is 
necessary for the performance of their duties under this Contract, provided that the data may be 
collected, used, disclosed, stored, and disseminated only as provided by and consistent with the 
law.  The provisions of this section shall not apply to information that: (a) is lawfully in the public 
domain; (b) has been independently developed by the other party without violation of this 
Contract; (c) was already in the possession of such party; (d) was supplied to such party by a third 
party lawfully in possession thereof and legally permitted to further disclose the information; or 
(e) which such party is required to disclose by law.  

 
7.2 This Section 7 shall survive expiration or termination of this Contract. 
 
8. Loss of Data 
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In the event of loss of any State data or records where such loss is due to the intentional act or omission 
(any failures to act when Contractor has a duty to act) or negligence of the Contractor or any of its 
subcontractors or agents, the Contractor shall be responsible for recreating such lost data in the manner 
and on the schedule set by the Contract Monitor.  The Contractor shall ensure that all data is backed up 
and recoverable by the Contractor.  Contractor shall use its best efforts to assure that at no time shall any 
actions undertaken by the Contractor under this Contract, or any failures to act when Contractor has a 
duty to act, damage or create any vulnerabilities in data bases, systems, platforms, and/or applications 
with which the Contractor is working hereunder.   
 
9. Non-Hiring of Employees 
 
No official or employee of the State, as defined under Md. Code Ann., General Provisions Article, § 5-101, 
whose duties as such official or employee include matters relating to or affecting the subject matter of this 
Contract, shall, during the pendency and term of this Contract and while serving as an official or employee 
of the State, become or be an employee of the Contractor or any entity that is a subcontractor on this 
Contract. 
 
10. Disputes 
 
10.1 As used herein, a “claim” means a written demand or assertion by one of the parties seeking, as a 

legal right, the payment of money, adjustment, or interpretation of contract terms, or other relief, 
arising under or relating to this Contract. A voucher, invoice, or request for payment that is not in 
dispute when submitted is not a claim. However, if the submission subsequently is not acted upon 
in a reasonable time, or is disputed as to liability or amount, it may be converted to claim for the 
purpose of this clause. 

 
10.2  Within thirty (30) days of when the Contractor knows or should have known of the basis for a 

claim relating to the Contract, it shall file a written notice of claim on its letterhead to the 
Procurement Officer. Contemporaneously with, or within thirty (30) days after filing the notice of 
claim, the Contractor shall submit the written claim to the Procurement Officer. The claim shall be 
in writing and shall contain: a) An explanation of the claim, including reference to all contract 
provisions upon which it is based; b) The amount of the claim; c) The facts upon which the claim is 
based; d) All pertinent data and correspondence that the Contractor relies upon to substantiate 
the claim; and e) a certification by a senior official, officer, or general partner of the Contractor or 
the subcontractor, as applicable, that, to the best of the person’s knowledge and belief, the claim 
is made in good faith, supporting data are accurate and complete, and the amount requested 
accurately reflects the contract adjustment for which the person believes the MHBE is liable. The 
Procurement Officer shall issue a final, written decision on the claim as expeditiously as possible. 
Any final decision of the Procurement Officer may award a Contract claim only for those expenses 
incurred not more than thirty (30) days before the Contractor initially filed its notice of claim. 

  
10.3 If the final decision of the Procurement Officer grants the claim in part and denies the claim in 

part, the MHBE shall pay the Contractor the undisputed amount. Payment of the partial claim will 
not be construed as an admission of liability by the MHBE and does not preclude the MHBE from 
recovering the amount paid if a subsequent determination modifies the final decision. 
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10.4 Within ten (10) days pf receipt of final decision of the Procurement Officer, the Contractor may 
file an appeal to the MHBE Executive Director for claims for monetary amounts less than $50,000, 
and to the Board of Trustees for either claims for monetary amounts of $50,000 or greater or for 
claims involving non-monetary relief. Contemporaneously with, or within twenty (20) days after 
filing the notice of appeal, the Contractor shall submit its written appeal to the MHBE Executive 
Director or Board of Trustees as applicable. The Executive Director shall issue a final decision 
resolving the appeal of claims for monetary amounts less than $50,000. The Board of Trustees 
shall issue a final decision resolving appeals of claims for $50,000 or more and those for non-
monetary relief. The Contractor’s timely appeal to the Executive Director or the Board of Trustees 
shall be a strict condition precedent to the Contractor pursuing any legal rights which it alleges or 
which may exist in any other forum.  

  
10.5 Pending resolution of a claim, the Contractor shall proceed diligently with the performance of the 

Contract in accordance with the procurement officer’s decision. 
  
10.6 Nothing in this section shall be construed to limit the MHBE’s right to withhold payments from the 

Contractor, assess liquidated damages against the Contractor, direct the Contractor to perform 
pursuant to the terms of the Contract or any written change order, or to exercise any other rights 
allowed by Contract or at law. 

  
11. Maryland Law 
 
11.1 This Contract shall be construed, interpreted, and enforced according to the laws of the State of 

Maryland. 
 
11.2 The Md. Code Ann., Commercial Law Article, Title 22, Maryland Uniform Computer Information 

Transactions Act, does not apply to this Contract or to any purchase order or Notice to Proceed 
issued under this Contract. 

 
11.3 Any and all references to the Maryland Code, Annotated contained in this Contract shall be 

construed to refer to such Code sections as are from time to time amended. 
 
12. Nondiscrimination in Employment 
 
The Contractor agrees: (a) not to discriminate in any manner against an employee or applicant for 
employment because of race, color, religion, creed, age, sex, marital status, national origin, sexual 
orientation, sexual identity, ancestry, or disability of a qualified individual with a disability; (b) to include a 
provision similar to that contained in subsection (a), above, in any underlying subcontract except a 
subcontract for standard commercial supplies or raw materials; and (c) to post and to cause 
subcontractors to post in conspicuous places available to employees and applicants for employment, 
notices setting forth the substance of this clause. 
 
13. Contingent Fee Prohibition 
 
The Contractor warrants that it has not employed or retained any person, partnership, corporation, or 
other entity, other than a bona fide employee, bona fide agent, bona fide salesperson, or commercial 
selling agency working for the business, to solicit or secure the Contract, and that the business has not 
paid or agreed to pay any person, partnership, corporation, or other entity, other than a bona fide 
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employee, bona fide agent, bona fide salesperson, or commercial selling agency, any fee or any other 
consideration contingent on the making of this Contract.   
 
14. Non-availability of Funding 
 
If the General Assembly fails to appropriate funds or if funds are not otherwise made available for 
continued performance for any fiscal period of this Contract succeeding the first fiscal period, this 
Contract shall be canceled automatically as of the beginning of the fiscal year for which funds were not 
appropriated or otherwise made available; provided, however, that this will not affect either the State’s 
rights or the Contractor’s rights under any termination clause in this Contract.  The effect of termination of 
the Contract hereunder will be to discharge both the Contractor and the State from future performance of 
the Contract, but not from their rights and obligations existing at the time of termination.  The Contractor 
shall be reimbursed for the reasonable value of any nonrecurring costs incurred but not amortized in the 
price of the Contract.  The State shall notify the Contractor as soon as it has knowledge that funds may not 
be available for the continuation of this Contract for each succeeding fiscal period beyond the first. 
 
15. Termination for Cause 
 
If the Contractor fails to fulfill its obligations under this Contract properly and on time, or otherwise 
violates any provision of the Contract, the State may terminate the Contract by written notice to the 
Contractor.  The notice shall specify the acts or omissions relied upon as cause for termination.  All 
finished or unfinished work provided by the Contractor shall, at the State’s option, become the State’s 
property.  The State shall pay the Contractor fair and equitable compensation for satisfactory performance 
prior to receipt of notice of termination, less the amount of damages caused by the Contractor’s breach.  
If the damages are more than the compensation payable to the Contractor, the Contractor will remain 
liable after termination and the State can affirmatively collect damages.  Termination hereunder, including 
the termination of the rights and obligations of the parties, shall be governed by the provisions of COMAR 
21.07.01.11B. 
 
16. Termination for Convenience 
 
The performance of work under this Contract may be terminated by the State in accordance with this 
clause in whole, or from time to time in part, whenever the State shall determine that such termination is 
in the best interest of the State.  The State will pay all reasonable costs associated with this Contract that 
the Contractor has incurred up to the date of termination, and all reasonable costs associated with 
termination of the Contract; provided, however, the Contractor shall not be reimbursed for any 
anticipatory profits that have not been earned up to the date of termination.  Termination hereunder, 
including the determination of the rights and obligations of the parties, shall be governed by the 
provisions of COMAR 21.07.01.12A(2). 
 
17. Delays and Extensions of Time 

 
17.1 The Contractor agrees to prosecute the work continuously and diligently and no charges or claims 

for damages shall be made by it for any delays, interruptions, interferences, or hindrances from 
any cause whatsoever during the progress of any portion of the work specified in this Contract.  

 
17.2 Time extensions will be granted only for excusable delays that arise from unforeseeable causes 

beyond the control and without the fault or negligence of the Contractor, including but not 
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restricted to, acts of God, acts of the public enemy, acts of the State in either its sovereign or 
contractual capacity, acts of another Contractor in the performance of a contract with the State, 
fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes, or delays of 
subcontractors or suppliers arising from unforeseeable causes beyond the control and without the 
fault or negligence of either the Contractor or the subcontractors or suppliers. 

 
18. Suspension of Work 
 
The State unilaterally may order the Contractor in writing to suspend, delay, or interrupt all or any part of 
its performance for such period of time as the Procurement Officer may determine to be appropriate for 
the convenience of the State. 
 
19. Pre-Existing Regulations 
 
In accordance with the provisions of Md. Code Ann., State Finance and Procurement Article, § 11-206, the 
regulations set forth in Title 21 of the Code of Maryland Regulations (COMAR 21) in effect on the date of 
execution of this Contract are applicable to this Contract, where made applicable by this Contract. 
 
20. Financial Disclosure 
The Contractor shall comply with the provisions of Md. Code Ann., State Finance and Procurement Article, 
§ 13-221, which requires that every person that enters into contracts, leases, or other agreements with 
the State or its agencies during a calendar year under which the business is to receive in the aggregate, 
$100,000 or more, shall within thirty (30) days of the time when the aggregate value of these contracts, 
leases or other agreements reaches $100,000, file with the Secretary of the State certain specified 
information to include disclosure of beneficial ownership of the business. 
 
21. Political Contribution Disclosure 
 
The Contractor shall comply with Md. Code Ann., Election Law Article, Title 14, which requires that every 
person that enters into a contract for a procurement with the State, a county, or a municipal corporation, 
or other political subdivision of the State, during a calendar year in which the person receives a contract 
with a governmental entity in the amount of $200,000 or more, shall, file with the State Board of Elections 
statements disclosing: (a) any contributions made during the reporting period to a candidate for elective 
office in any primary or general election; and (b) the name of each candidate to whom one or more 
contributions in a cumulative amount of $500 or more were made during the reporting period.  The 
statement shall be filed with the State Board of Elections:  (a) before execution of a contract by the State, 
a county, a municipal corporation, or other political subdivision of the State, and shall cover the 24 
months prior to when a contract was awarded; and (b) if the contribution is made after the execution of a 
contract, then twice a year, throughout the contract term, on: (i) February 5, to cover the six (6) month 
period ending January 31; and (ii) August 5, to cover the six (6) month period ending July 31. Additional 
information is available on the State Board of Elections website: 
http://www.elections.state.md.us/campaign_finance/index.html. 
 
22. Documents Retention and Inspection Clause 

 
The Contractor and subcontractors shall retain and maintain all records and documents relating to this 
Contract for a period of ten (10) years after final payment by the State hereunder or any applicable statute 
of limitations or federal retention requirements, whichever is longer, and shall make them available for 
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inspection and audit by authorized representatives of the State, including the Procurement Officer or 
designee, at all reasonable times.  All records related in any way to the Contract are to be retained for the 
entire time provided under this section.  In the event of any audit, the Contractor shall provide assistance 
to the State, without additional compensation, to identify, investigate, and reconcile any audit 
discrepancies and/or variances.  This Section 24 shall survive expiration or termination of the Contract. 
 
23. Compliance with Laws 
 
The Contractor hereby represents and warrants that: 
 
23.1 It is qualified to do business in the State and that it will take such action as, from time-to-time 

hereafter, may be necessary to remain so qualified; 
 

23.2 It is not in arrears with respect to the payment of any monies due and owing the State, or any 
department or unit thereof, including but not limited to the payment of taxes and employee 
benefits, and that it shall not become so in arrears during the term of this Contract; 
 

23.3 It shall comply with all federal, State and local laws, regulations, and ordinances applicable to its 
activities and obligations under this Contract; and 
 

23.4 It shall obtain, at its expense, all licenses, permits, insurance, and governmental approvals, if any, 
necessary to the performance of its obligations under this Contract. 
 

24. Cost and Price Certification 
 
By submitting cost or price information, the Contractor certifies to the best of its knowledge that the 
information submitted is accurate, complete, and current as of the date of its Bid/Proposal. 
 
The price under this Contract and any change order or modification hereunder, including profit or fee, 
shall be adjusted to exclude any significant price increases occurring because the Contractor furnished 
cost or price information which, as of the date of its Bid/Proposal, was inaccurate, incomplete, or not 
current. 
 
25. Subcontracting; Assignment 
 
The Contractor may not subcontract any portion of the services provided under this Contract without 
obtaining the prior written approval of the Procurement Officer, nor may the Contractor assign this 
Contract or any of its rights or obligations hereunder, without the prior written approval of the 
Procurement Officer provided, however, that a contractor may assign monies receivable under a contract 
after due notice to the State.  Any subcontracts shall include such language as may be required in various 
clauses contained within this Contract, exhibits, and attachments.  The Contract shall not be assigned until 
all approvals, documents, and affidavits are completed and properly registered.  The State shall not be 
responsible for fulfillment of the Contractor’s obligations to its subcontractors. 
 
26. Liability 

 
For breach of this Contract, negligence, misrepresentation, or any other contract or tort claim, Contractor 
shall be liable as follows: 
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26.1 For infringement of patents, copyrights, trademarks, service marks, and/or trade secrets, as 
provided in Section 5 of this Contract; 
 

26.2 Without limitation for damages for bodily injury (including death) and damage to real property 
and tangible personal property; and 
 

26.3 For all other claims, damages, losses, costs, expenses, suits, or actions in any way related to this 
Contract where liability is not otherwise set forth as being “without limitation”, and regardless of 
the basis on which the claim is made, Contractor’s liability shall not exceed 3 times the value of 
the Contract. Third-party claims arising under Section 6 (“Indemnification”) of this Contract are 
included in this limitation of liability only if the State is immune from liability. Contractor’s liability 
for third-party claims arising under Section 6 of this Contract, including for intellectual property 
infringement, bodily injury, damage to real property, and damage tangible personal property, shall 
be unlimited if the State is not immune from liability for claims arising under Section 6. 

 
27. Commercial Nondiscrimination  
  
27.1 As a condition of entering into this Contract, Contractor represents and warrants that it will 

comply with the State’s Commercial Nondiscrimination Policy, as described at Md. Code Ann., 
State Finance and Procurement Article, Title 19.  As part of such compliance, Contractor may not 
discriminate on the basis of race, color, religion, ancestry or national origin, sex, age, marital 
status, sexual orientation, sexual identity, or on the basis of disability or other unlawful forms of 
discrimination in the solicitation, selection, hiring, or commercial treatment of subcontractors, 
vendors, suppliers, or commercial customers, nor shall Contractor retaliate against any person for 
reporting instances of such discrimination.  Contractor shall provide equal opportunity for 
subcontractors, vendors, and suppliers to participate in all of its public sector and private sector 
subcontracting and supply opportunities, provided that this clause does not prohibit or limit lawful 
efforts to remedy the effects of marketplace discrimination that have occurred or are occurring in 
the marketplace.  Contractor understands that a material violation of this clause shall be 
considered a material breach of this Contract and may result in termination of this Contract, 
disqualification of Contractor from participating in State contracts, or other sanctions.  This clause 
is not enforceable by or for the benefit of, and creates no obligation to, any third party. 

 
27.2 The Contractor shall include the above Commercial Nondiscrimination clause, or similar clause 

approved by the Department, in all subcontracts.  
 
27.3 As a condition of entering into this Contract, upon the request of the Commission on Civil Rights, 

and only after the filing of a complaint against Contractor under Md. Code Ann., State Finance and 
Procurement Article, Title 19, as amended from time to time, Contractor agrees to provide within 
sixty (60) days after the request a complete list of the names of all subcontractors, vendors, and 
suppliers that Contractor has used in the past four (4) years on any of its contracts that were 
undertaken within the State of Maryland, including the total dollar amount paid by Contractor on 
each subcontract or supply contract.  Contractor further agrees to cooperate in any investigation 
conducted by the State pursuant to the State’s Commercial Nondiscrimination Policy as set forth 
at Md. Code Ann., State Finance and Procurement Article, Title 19, and to provide any documents 
relevant to any investigation that are requested by the State.  Contractor understands that 
violation of this clause is a material breach of this Contract and may result in contract termination, 
disqualification by the State from participating in State contracts, and other sanctions. 



Cisco Next Generation Firewall & Implementation Services IFB BPM024882 

 

  
28. Contract Monitor and Procurement Officer 

 
The work to be accomplished under this Contract shall be performed under the direction of the Contract 
Monitor.  All matters relating to the interpretation of this Contract shall be referred to the Procurement 
Officer for determination. 
 
29. Notices 

 
All notices hereunder shall be in writing and either delivered personally or sent by certified or registered 
mail, postage prepaid, as follows: 
 
If to the State: Raelene Glasgow 
  Procurement Officer 

750 E. Pratt Street, 6th Floor, Baltimore, MD 21202 
410-547-8152 
hix.procurement@maryland.gov 

 
If to the Contractor:  _________________________________________ 

_________________________________________ 
_________________________________________ 
_________________________________________ 

 
 
30. Federal Funds Requirements and Restrictions 

 
This Contract contains federal funds from the following source: Medicaid Funds, CFDA number 93.778.  
Execution of this Contract indicates Contractor’s agreement with all federal funding terms and conditions 
that apply to contractors receiving federal funds from the above referenced source, including but not 
limited to those required by 45 C.F.R. § 75.335 and appendix II to Part 75 of Title 45 of the Code of Federal 
Regulations and Attachment E of the RFP.  Attachment E of the RFP is incorporated into this Contract 
pursuant to Section 2.1, above. 
 
31. Miscellaneous 
 
31.1 Any provision of this Contract which contemplates performance or observance subsequent to any 

termination or expiration of this contract shall survive termination or expiration of this contract 
and continue in full force and effect. 

 
31.2 If any term contained in this contract is held or finally determined to be invalid, illegal, or 

unenforceable in any respect, in whole or in part, such term shall be severed from this contract, 
and the remaining terms contained herein shall continue in full force and effect, and shall in no way 
be affected, prejudiced, or disturbed thereby. 

 
[Signatures on next page(s)]  
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[Signature page to Cisco Next Generation Firewall & Implementation Services IFB] 
 

IN WITNESS THEREOF, the parties have executed this Contract as of the date hereinabove set 
forth. 

 
CONTRACTOR MARYLAND HEALTH BENEFIT EXCHANGE 

 
  
___________________________________ ___________________________________ 
By By:  Michele Eberle, Executive Director 
___________________________________ Or designee: 
Title  
 ___________________________________ 
___________________________________  
Date ___________________________________ 
 Date 
 
Approved for form and legal sufficiency 
this ____ day of _____________, 2021. 
 
______________________________________ 
Assistant Attorney General 
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ATTACHMENT B – BID/PROPOSAL AFFIDAVIT 

 

A. AUTHORITY  

I hereby affirm that I, _______________ (name of affiant) am the ______________(title) and duly 

authorized representative of ______________(name of business entity) and that I possess the legal 

authority to make this affidavit on behalf of the business for which I am acting. 

B. CERTIFICATION REGARDING COMMERCIAL NONDISCRIMINATION  

The undersigned Bidder/Offeror hereby certifies and agrees that the following information is correct: In 

preparing its Bid/Proposal on this project, the Bidder/Offeror has considered all Proposals submitted from 

qualified, potential subcontractors and suppliers, and has not engaged in "discrimination" as defined in § 

19-103 of the State Finance and Procurement Article of the Annotated Code of Maryland. "Discrimination" 

means any disadvantage, difference, distinction, or preference in the solicitation, selection, hiring, or 

commercial treatment of a vendor, subcontractor, or commercial customer on the basis of race, color, 

religion, ancestry, or national origin, sex, age, marital status, sexual orientation, sexual identity, or on the 

basis of disability or any otherwise unlawful use of characteristics regarding the vendor's, supplier's, or 

commercial customer's employees or owners. "Discrimination" also includes retaliating against any person 

or other entity for reporting any incident of "discrimination". Without limiting any other provision of the 

solicitation on this project, it is understood that, if the certification is false, such false certification 

constitutes grounds for the State to reject the Bid/Proposal submitted by the Bidder/Offeror on this 

project, and terminate any contract awarded based on the Bid/Proposal. As part of its Bid/Proposal, the 

Bidder/Offeror herewith submits a list of all instances within the past 4 years where there has been a final 

adjudicated determination in a legal or administrative proceeding in the State of Maryland that the 

Bidder/Offeror discriminated against subcontractors, vendors, suppliers, or commercial customers, and a 

description of the status or resolution of that determination, including any remedial action taken. 

Bidder/Offeror agrees to comply in all respects with the State's Commercial Nondiscrimination Policy as 

described under Title 19 of the State Finance and Procurement Article of the Annotated Code of Maryland.  

B-1. CERTIFICATION REGARDING MINORITY BUSINESS ENTERPRISES.  

The undersigned Bidder/Offeror hereby certifies and agrees that it has fully complied with the State 

Minority Business Enterprise Law, State Finance and Procurement Article, § 14-308(a)(2), Annotated Code 

of Maryland, which provides that, except as otherwise provided by law, a contractor may not identify a 

certified minority business enterprise in a Bid/Proposal and:  

(1) Fail to request, receive, or otherwise obtain authorization from the certified minority business 

enterprise to identify the certified minority Proposal;  

(2) Fail to notify the certified minority business enterprise before execution of the contract of its inclusion 

in the Bid/Proposal;  

(3) Fail to use the certified minority business enterprise in the performance of the contract; or  

(4) Pay the certified minority business enterprise solely for the use of its name in the Bid/Proposal.  
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Without limiting any other provision of the solicitation on this project, it is understood that if the 

certification is false, such false certification constitutes grounds for the State to reject the Bid/Proposal 

submitted by the Bidder/Offeror on this project, and terminate any contract awarded based on the 

Bid/Proposal.  

B-2. CERTIFICATION REGARDING VETERAN-OWNED SMALL BUSINESS ENTERPRISES.  

The undersigned Bidder/Offeror hereby certifies and agrees that it has fully complied with the State 

veteran-owned small business enterprise law, State Finance and Procurement Article, § 14-605, Annotated 

Code of Maryland, which provides that a person may not: 

(1) Knowingly and with intent to defraud, fraudulently obtain, attempt to obtain, or aid another person in 

fraudulently obtaining or attempting to obtain public money, procurement contracts, or funds expended 

under a procurement contract to which the person is not entitled under this title; 

(2) Knowingly and with intent to defraud, fraudulently represent participation of a veteran–owned small 

business enterprise in order to obtain or retain a Bid/Proposal preference or a procurement contract; 

(3) Willfully and knowingly make or subscribe to any statement, declaration, or other document that is 

fraudulent or false as to any material matter, whether or not that falsity or fraud is committed with the 

knowledge or consent of the person authorized or required to present the declaration, statement, or 

document; 

(4) Willfully and knowingly aid, assist in, procure, counsel, or advise the preparation or presentation of a 

declaration, statement, or other document that is fraudulent or false as to any material matter, regardless 

of whether that falsity or fraud is committed with the knowledge or consent of the person authorized or 

required to present the declaration, statement, or document;  

(5)  Willfully and knowingly fail to file any declaration or notice with the unit that is required by COMAR 

21.11.12; or 

(6)  Establish, knowingly aid in the establishment of, or exercise control over a business found to have 

violated a provision of § B-2(1)-(5) of this regulation. 

C. AFFIRMATION REGARDING BRIBERY CONVICTIONS  

I FURTHER AFFIRM THAT:  

Neither I, nor to the best of my knowledge, information, and belief, the above business (as is defined in 

Section 16-101(b) of the State Finance and Procurement Article of the Annotated Code of Maryland), or 

any of its officers, directors, partners, controlling stockholders, or any of its employees directly involved in 

the business's contracting activities including obtaining or performing contracts with public bodies has 

been convicted of, or has had probation before judgment imposed pursuant to Criminal Procedure Article, 

§ 6-220, Annotated Code of Maryland, or has pleaded nolo contendere to a charge of, bribery, attempted 

bribery, or conspiracy to bribe in violation of Maryland law, or of the law of any other state or federal law, 

except as follows (indicate the reasons why the affirmation cannot be given and list any conviction, plea, 

or imposition of probation before judgment with the date, court, official or administrative body, the 
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sentence or disposition, the name(s) of person(s) involved, and their current positions and responsibilities 

with the business):  

____________________________________________________________  

____________________________________________________________  

___________________________________________________________.  

D. AFFIRMATION REGARDING OTHER CONVICTIONS  

I FURTHER AFFIRM THAT:  

Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its 

officers, directors, partners, controlling stockholders, or any of its employees directly involved in the 

business's contracting activities including obtaining or performing contracts with public bodies, has:  

(1) Been convicted under state or federal statute of:  

(a) A criminal offense incident to obtaining, attempting to obtain, or performing a public or private 

contract; or  

(b) Fraud, embezzlement, theft, forgery, falsification or destruction of records or receiving stolen property;  

(2) Been convicted of any criminal violation of a state or federal antitrust statute;  

(3) Been convicted under the provisions of Title 18 of the United States Code for violation of the Racketeer 

Influenced and Corrupt Organization Act, 18 U.S.C. § 1961 et seq., or the Mail Fraud Act, 18 U.S.C. § 1341 

et seq., for acts in connection with the submission of Bids/Proposals for a public or private contract;  

(4) Been convicted of a violation of the State Minority Business Enterprise Law, § 14-308 of the State 

Finance and Procurement Article of the Annotated Code of Maryland;  

(5) Been convicted of a violation of § 11-205.1 of the State Finance and Procurement Article of the 

Annotated Code of Maryland;  

(6) Been convicted of conspiracy to commit any act or omission that would constitute grounds for 

conviction or liability under any law or statute described in subsections (1)—(5) above;  

(7) Been found civilly liable under a state or federal antitrust statute for acts or omissions in connection 

with the submission of Bids/Proposals for a public or private contract;  

(8) Been found in a final adjudicated decision to have violated the Commercial Nondiscrimination Policy 

under Title 19 of the State Finance and Procurement Article of the Annotated Code of Maryland with 

regard to a public or private contract;  

(9) Been convicted of a violation of one or more of the following provisions of the Internal Revenue Code: 

(a) §7201, Attempt to Evade or Defeat Tax; 

(b) §7203, Willful Failure to File Return, Supply Information, or Pay Tax, 

(c) §7205, Fraudulent Withholding Exemption Certificate or Failure to Supply Information, 

(d) §7205, Fraud and False Statements, or 

(e) §7207, Fraudulent Returns, Statements, or Other Documents; 
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(10) Been convicted of a violation of 18 U.S.C. §286, Conspiracy to Defraud the Government with Respect 

to Claims, 18 U.S.C. §287, False, Fictitious, or Fraudulent Claims, or 18 U.S.C. §371, Conspiracy to Defraud 

the United States; 

(11) Been convicted of a violation of the Tax-General Article, Title 13, Subtitle 7 or Subtitle 10, Annotated 

Code of Maryland; 

(12) Been found to have willfully or knowingly violated State Prevailing Wage Laws as provided in the State 

Finance and Procurement Article, Title 17, Subtitle 2, Annotated Code of Maryland, if: 

(a) A court: 

(i) Made the finding; and 

(ii) Decision became final; or 

(b) The finding was: 

(i) Made in a contested case under the Maryland Administrative Procedure Act; and 

(ii) Not overturned on judicial review; 

(13) Been found to have willfully or knowingly violated State Living Wage Laws as provided in the State 

Finance and Procurement Article, Title 18, Annotated Code of Maryland, if: 

(a) A court: 

(i) Made the finding; and 

(ii) Decision became final; or 

(b) The finding was: 

(i) Made in a contested case under the Maryland Administrative Procedure Act; and 

(ii) Not overturned on judicial review; 

(14) Been found to have willfully or knowingly violated the Labor and Employment Article, Title 3, Subtitles 

3, 4, or 5, or Title 5, Annotated Code of Maryland, if: 

(a) A court: 

(i) Made the finding; and 

(ii) Decision became final; or 

(b) The finding was: 

(i) Made in a contested case under the Maryland Administrative Procedure Act; and 

(ii) Not overturned on judicial review; or 

(15) Admitted in writing or under oath, during the course of an official investigation or other proceedings, 

acts or omissions that would constitute grounds for conviction or liability under any law or statute 

described in §§ B and C and subsections D(1)—(14) above, except as follows (indicate reasons why the 

affirmations cannot be given, and list any conviction, plea, or imposition of probation before judgment 

with the date, court, official or administrative body, the sentence or disposition, the name(s) of the 
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person(s) involved and their current positions and responsibilities with the business, and the status of any 

debarment):  

____________________________________________________________  

____________________________________________________________  

___________________________________________________________.  

E. AFFIRMATION REGARDING DEBARMENT  

I FURTHER AFFIRM THAT:  

Neither I, nor to the best of my knowledge, information, and belief, the above business, or any of its 

officers, directors, partners, controlling stockholders, or any of its employees directly involved in the 

business's contracting activities, including obtaining or performing contracts with public bodies, has ever 

been suspended or debarred (including being issued a limited denial of participation) by any public entity, 

except as follows (list each debarment or suspension providing the dates of the suspension or debarment, 

the name of the public entity and the status of the proceedings, the name(s) of the person(s) involved and 

their current positions and responsibilities with the business, the grounds of the debarment or suspension, 

and the details of each person's involvement in any activity that formed the grounds of the debarment or 

suspension).  

____________________________________________________________  

____________________________________________________________  

___________________________________________________________.  

F. AFFIRMATION REGARDING DEBARMENT OF RELATED ENTITIES  

I FURTHER AFFIRM THAT:  

(1) The business was not established and it does not operate in a manner designed to evade the 

application of or defeat the purpose of debarment pursuant to Sections 16-101, et seq., of the State 

Finance and Procurement Article of the Annotated Code of Maryland; and  

(2) The business is not a successor, assignee, subsidiary, or affiliate of a suspended or debarred business, 

except as follows (you must indicate the reasons why the affirmations cannot be given without 

qualification):  

____________________________________________________________  

____________________________________________________________  

___________________________________________________________.  

G. SUBCONTRACT AFFIRMATION  

I FURTHER AFFIRM THAT:  

Neither I, nor to the best of my knowledge, information, and belief, the above business, has knowingly 

entered into a contract with a public body under which a person debarred or suspended under Title 16 of 

the State Finance and Procurement Article of the Annotated Code of Maryland will provide, directly or 
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indirectly, supplies, services, architectural services, construction related services, leases of real property, 

or construction.  

H. AFFIRMATION REGARDING COLLUSION  

I FURTHER AFFIRM THAT:  

Neither I, nor to the best of my knowledge, information, and belief, the above business has:  

(1) Agreed, conspired, connived, or colluded to produce a deceptive show of competition in the 

compilation of the accompanying Bid/Proposal that is being submitted;  

(2) In any manner, directly or indirectly, entered into any agreement of any kind to fix the Bid/Proposal 

price of the Bidder/Offeror or of any competitor, or otherwise taken any action in restraint of free 

competitive bidding in connection with the contract for which the accompanying Bid/Proposal is 

submitted.  

I. CERTIFICATION OF TAX PAYMENT  

I FURTHER AFFIRM THAT:  

Except as validly contested, the business has paid, or has arranged for payment of, all taxes due the State 

of Maryland and has filed all required returns and reports with the Comptroller of the Treasury, the State 

Department of Assessments and Taxation, and the Department of Labor, Licensing, and Regulation, as 

applicable, and will have paid all withholding taxes due the State of Maryland prior to final settlement.  

J. CONTINGENT FEES  

I FURTHER AFFIRM THAT:  

The business has not employed or retained any person, partnership, corporation, or other entity, other 

than a bona fide employee, bona fide agent, bona fide salesperson, or commercial selling agency working 

for the business, to solicit or secure the Contract, and that the business has not paid or agreed to pay any 

person, partnership, corporation, or other entity, other than a bona fide employee, bona fide agent, bona 

fide salesperson, or commercial selling agency, any fee or any other consideration contingent on the 

making of the Contract.  

K.  CERTIFICATION REGARDING INVESTMENTS IN IRAN  

(1) The undersigned certifies that, in accordance with State Finance and Procurement Article, §17-705, 

Annotated Code of Maryland:  

(a) It is not identified on the list created by the Board of Public Works as a person engaging in investment 

activities in Iran as described in State Finance and Procurement Article, §17-702, Annotated Code of 

Maryland; and  

(b) It is not engaging in investment activities in Iran as described in State Finance and Procurement Article, 

§17-702, Annotated Code of Maryland.  
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2. The undersigned is unable to make the above certification regarding its investment activities in Iran due 

to the following activities: ________________________________________________________  

L. CONFLICT MINERALS ORIGINATED IN THE DEMOCRATIC REPUBLIC OF CONGO (FOR SUPPLIES AND 

SERVICES CONTRACTS)  

I FURTHER AFFIRM THAT:  

The business has complied with the provisions of State Finance and Procurement Article, §14-413, 

Annotated Code of Maryland governing proper disclosure of certain information regarding conflict 

minerals originating in the Democratic Republic of Congo or its neighboring countries as required by 

federal law.  

M. I FURTHER AFFIRM THAT:  

Any claims of environmental attributes made relating to a product or service included in the Bid or 

Proposal are consistent with the Federal Trade Commission’s Guides for the Use of Environmental 

Marketing Claims as provided in 16 CFR §260, that apply to claims about the environmental attributes of a 

product, package, or service in connection with the marketing, offering for sale, or sale of such item or 

service. 

N. ACKNOWLEDGEMENT 

I ACKNOWLEDGE THAT this Affidavit is to be furnished to the Procurement Officer and may be distributed 

to units of: (1) the State of Maryland; (2) counties or other subdivisions of the State of Maryland; (3) other 

states; and (4) the federal government. I further acknowledge that this Affidavit is subject to applicable 

laws of the United States and the State of Maryland, both criminal and civil, and that nothing in this 

Affidavit or any contract resulting from the submission of this Bid/Proposal shall be construed to 

supersede, amend, modify or waive, on behalf of the State of Maryland, or any unit of the State of 

Maryland having jurisdiction, the exercise of any statutory right or remedy conferred by the Constitution 

and the laws of Maryland with respect to any misrepresentation made or any violation of the obligations, 

terms and covenants undertaken by the above business with respect to (1) this Affidavit, (2) the contract, 

and (3) other Affidavits comprising part of the contract.  

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT THE CONTENTS OF THIS 

AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY KNOWLEDGE, INFORMATION, AND BELIEF.  

Date:  _______________________  

By:  __________________________________ (print name of Authorized Representative and Affiant)  

       ___________________________________ (signature of Authorized Representative and Affiant) 

SUBMIT THIS AFFIDAVIT WITH BID 
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ATTACHMENT C – CONTRACT AFFIDAVIT 

 

A. AUTHORITY  

I hereby affirm that I, _______________ (name of affiant) am the ______________(title) and duly 

authorized representative of ______________(name of business entity) and that I possess the legal 

authority to make this affidavit on behalf of the business for which I am acting. 

 

B. CERTIFICATION OF REGISTRATION OR QUALIFICATION WITH THE STATE DEPARTMENT OF ASSESSMENTS 

AND TAXATION  

 

I FURTHER AFFIRM THAT:  

 

The business named above is a (check applicable box): 

 

(1) Corporation — □ domestic or □ foreign; 

(2) Limited Liability Company — □ domestic or □ foreign; 

(3) Partnership — □ domestic or □ foreign; 

(4) Statutory Trust — □ domestic or □ foreign; 

(5) □ Sole Proprietorship. 

 

and is registered or qualified as required under Maryland Law. I further affirm that the above business is in 

good standing both in Maryland and (IF APPLICABLE) in the jurisdiction where it is presently organized, 

and has filed all of its annual reports, together with filing fees, with the Maryland State Department of 

Assessments and Taxation.  The name and address of its resident agent (IF APPLICABLE) filed with the 

State Department of Assessments and Taxation is:  

 

Name and Department ID 

Number:_____________________________Address:_______________________________  

and that if it does business under a trade name, it has filed a certificate with the State Department of 

Assessments and Taxation that correctly identifies that true name and address of the principal or owner 

as: 



Cisco Next Generation Firewall & Implementation Services IFB BPM024882 

 

Name and Department ID 

Number:_____________________________Address:_______________________________  

 

C. FINANCIAL DISCLOSURE AFFIRMATION 

I FURTHER AFFIRM THAT: 

I am aware of, and the above business will comply with, the provisions of State Finance and Procurement 

Article, §13221, Annotated Code of Maryland, which require that every business that enters into 

contracts, leases, or other agreements with the State of Maryland or its agencies during a calendar year 

under which the business is to receive in the aggregate $100,000 or more shall, within 30 days of the time 

when the aggregate value of the contracts, leases, or other agreements reaches $100,000, file with the 

Secretary of State of Maryland certain specified information to include disclosure of beneficial ownership 

of the business. 

D. POLITICAL CONTRIBUTION DISCLOSURE AFFIRMATION 

I FURTHER AFFIRM THAT: 

I am aware of, and the above business will comply with, Election Law Article, Title 14, Annotated Code of 

Maryland, which requires that every person that enters into a contract for a procurement with the State, a 

county, or a municipal corporation, or other political subdivision of the State, during a calendar year in 

which the person receives a contract with a governmental entity in the amount of $200,000 or more, shall 

file with the State Board of Elections statements disclosing: (a) any contributions made during the 

reporting period to a candidate for elective office in any primary or general election; and (b) the name of 

each candidate to whom one or more contributions in a cumulative amount of $500 or more were made 

during the reporting period.  The statement shall be filed with the State Board of Elections:  (a) before 

execution of a contract by the State, a county, a municipal corporation, or other political subdivision of the 

State, and shall cover the 24 months prior to when a contract was awarded; and (b) if the contribution is 

made after the execution of a contract, then twice a year, throughout the contract term, on: (i) February 

5, to cover the six (6) month period ending January 31; and (ii) August 5, to cover the six (6) month period 

ending July 31. 

E. DRUG AND ALCOHOL FREE WORKPLACE 

(Applicable to all contracts unless the contract is for a law enforcement agency and the agency head or the 

agency head’s designee has determined that application of COMAR 21.11.08 and this certification would 

be inappropriate in connection with the law enforcement agency’s undercover operations.) 

I CERTIFY THAT: 

(1) Terms defined in COMAR 21.11.08 shall have the same meanings when used in this certification.  
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(2) By submission of its Bid/Proposal, the business, if other than an individual, certifies and agrees 

that, with respect to its employees to be employed under a contract resulting from this solicitation, the 

business shall:  

(a) Maintain a workplace free of drug and alcohol abuse during the term of the contract;  

(b) Publish a statement notifying its employees that the unlawful manufacture, distribution, 

dispensing, possession, or use of drugs, and the abuse of drugs or alcohol is prohibited in the business' 

workplace and specifying the actions that will be taken against employees for violation of these 

prohibitions;  

(c) Prohibit its employees from working under the influence of drugs or alcohol;  

(d) Not hire or assign to work on the contract anyone who the business knows, or in the exercise of 

due diligence should know, currently abuses drugs or alcohol and is not actively engaged in a bona fide 

drug or alcohol abuse assistance or rehabilitation program;  

(e) Promptly inform the appropriate law enforcement agency of every drug-related crime that 

occurs in its workplace if the business has observed the violation or otherwise has reliable information 

that a violation has occurred;  

(f) Establish drug and alcohol abuse awareness programs to inform its employees about:  

(i) The dangers of drug and alcohol abuse in the workplace;  
(ii) The business's policy of maintaining a drug and alcohol free workplace;  
(iii) Any available drug and alcohol counseling, rehabilitation, and employee assistance 

programs; and  
(iv) The penalties that may be imposed upon employees who abuse drugs and alcohol in the 

workplace;  
 
(g) Provide all employees engaged in the performance of the contract with a copy of the statement 

required by §E(2)(b), above;  
 

(h) Notify its employees in the statement required by §E(2)(b), above, that as a condition of 

continued employment on the contract, the employee shall:  

(i) Abide by the terms of the statement; and  
(ii)    Notify the employer of any criminal drug or alcohol abuse conviction for an offense    

occurring in the workplace not later than 5 days after a conviction;  
 

(i) Notify the procurement officer within 10 days after receiving notice under §E(2)(h)(ii), above, or 

otherwise receiving actual notice of a conviction;  

(j) Within 30 days after receiving notice under §E(2)(h)(ii), above, or otherwise receiving actual 

notice of a conviction, impose either of the following sanctions or remedial measures on any employee 

who is convicted of a drug or alcohol abuse offense occurring in the workplace:  
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(i) Take appropriate personnel action against an employee, up to and including termination; 
or  

(ii) Require an employee to satisfactorily participate in a bona fide drug or alcohol abuse 
assistance or rehabilitation program; and  

(k) Make a good faith effort to maintain a drug and alcohol free workplace through implementation 

of §E(2)(a)—(j), above.  

(3) If the business is an individual, the individual shall certify and agree as set forth in §E(4), below, 

that the individual shall not engage in the unlawful manufacture, distribution, dispensing, possession, or 

use of drugs or the abuse of drugs or alcohol in the performance of the contract.  

(4) I acknowledge and agree that:  

(a) The award of the contract is conditional upon compliance with COMAR 21.11.08 and this 
certification;  
 

(b) The violation of the provisions of COMAR 21.11.08 or this certification shall be cause to suspend 

payments under, or terminate the contract for default under COMAR 21.07.01.11 or 21.07.03.15, as 

applicable; and  

(c) The violation of the provisions of COMAR 21.11.08 or this certification in connection with the 

contract may, in the exercise of the discretion of the Board of Public Works, result in suspension and 

debarment of the business under COMAR 21.08.03.  

F. CERTAIN AFFIRMATIONS VALID  

I FURTHER AFFIRM THAT:  

To the best of my knowledge, information, and belief, each of the affirmations, certifications, or 

acknowledgements contained in that certain Bid/Proposal Affidavit dated ________ , 202___ , and 

executed by me for the purpose of obtaining the contract to which this Exhibit is attached remains true 

and correct in all respects as if made as of the date of this Contract Affidavit and as if fully set forth herein.  

I DO SOLEMNLY DECLARE AND AFFIRM UNDER THE PENALTIES OF PERJURY THAT THE CONTENTS OF THIS 

AFFIDAVIT ARE TRUE AND CORRECT TO THE BEST OF MY KNOWLEDGE, INFORMATION, AND BELIEF.  

Date: ______________  

By: __________________________ (printed name of Authorized Representative and Affiant) 

_________________________________ (signature of Authorized Representative and Affiant 

 
 
 
 
 
 



Cisco Next Generation Firewall & Implementation Services IFB BPM024882 

 

 
ATTACHMENT D – BID PRICING INSTRUCTIONS 

In order to assist Bidders in the preparation of their Bid and to comply with the requirements of this 
solicitation, Bid Pricing Instructions and a Bid Form have been prepared.  Bidders shall submit their Bid on 
the Bid Form in accordance with the instructions on the Bid Form and as specified herein.  Do not alter the 
Bid Form or the Bid Form may be rejected.  The Bid Form is to be signed and dated, where requested, by 
an individual who is authorized to bind the Bidder to the prices entered on the Bid Form.   
The Bid Form is used to calculate the Bidder’s TOTAL BID PRICE.  Follow these instructions carefully when 
completing your Bid Form:   
 
A) All Unit and Extended Prices must be clearly entered in dollars and cents, e.g., $24.15.  Make your 

decimal points clear and distinct. 
B) All Unit Prices must be the actual price per unit the State will pay for the specific item or service 

identified in this IFB and may not be contingent on any other factor or condition in any manner. 
C) All calculations shall be rounded to the nearest cent, i.e., .344 shall be .34 and .345 shall be .35. 
D) Any goods or services required through this IFB and proposed by the vendor at No Cost to the State 

must be clearly entered in the Unit Price, if appropriate, and Extended Price with $0.00. 
E) Every blank in every Bid Form shall be filled in.  Any blanks may result in the Bid being regarded as 

non-responsive and thus rejected.  Any changes or corrections made to the Bid Form by the Bidder 
prior to submission shall be initialed and dated. 

F) Except as instructed on the Bid Form, nothing shall be entered on or attached to the Bid Form that 
alters or proposes conditions or contingencies on the prices.  Alterations and/or conditions usually 
render the Bid non-responsive, which means it will be rejected. 

G) It is imperative that the prices included on the Bid Form have been entered correctly and calculated 
accurately by the Bidder and that the respective total prices agree with the entries on the Bid Form.  
Any incorrect entries or inaccurate calculations by the Bidder will be treated as provided in COMAR 
21.05.03.03E and 21.05.02.12 and may cause the Bid to be rejected. 

H) If option years are included, Bidders must submit pricing for each option year.  Any option to renew 
will be exercised at the sole discretion of the State and will comply with all terms and conditions in 
force at the time the option is exercised.  If exercised, the option period shall be for a period identified 
in the IFB at the prices entered in the Bid Form. 

I) All Bid prices entered below are to be fully loaded prices that include all costs/expenses associated 
with the provision of services as required by the IFB.  The Bid price shall include, but is not limited to, 
all: labor, profit/overhead, general operating, administrative, and all other expenses and costs 
necessary to perform the work set forth in the solicitation.  No other amounts will be paid to the 
Contractor.  If labor rates are requested, those amounts shall be fully loaded rates; no overtime 
amounts will be paid. 

J) Unless indicated elsewhere in the IFB, sample amounts used for calculations on the Bid Form are 
typically estimates for bidding purposes only.  The Department does not guarantee a minimum or 
maximum number of units or usage in the performance of this Contract. 

K) Failure to adhere to any of these instructions may result in the Bid being determined non-responsive 
and rejected by the Department. 

 
The Bid shall contain all price information in the format specified on these pages.  Complete the Bid Form 
only as provided in the Bid Pricing Instructions.  Do not amend, alter or leave blank any items on the Bid 
Form.  If option years are included, Bidders must submit Bids for each option year.  Failure to adhere to 
any of these instructions may result in the bid being determined non-responsive and rejected by the 
Department. 
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ATTACHMENT D – BID PRICE FORM 
Cisco Next Generation Firewall & Implementation Services 

IFB # BPM024882 
 

Please refer to IFB Section 2.2 which provides additional specifications when providing pricing for the 
following items: 
 

Part Number 
Smart 

Account 
Mandatory 

Description 
Service 

Duration 
(Months) 

Est. Lead 
Time 

(Days) 
Qty. 

 
Total Price  

FPR2140-BUN - Cisco Firepower 2140 
Master Bundle 

--- N/A 1 
 
$ 

FPR2140-NGFW-
K9 

- 
Cisco Firepower 2140 NGFW 
Appliance, 1U, 1 x NetMod 
Bay 

--- 35 1 
 
$ 

CON-SSSNP-
FPR2140N 

- 
SOLN SUPP 24X7X4 Cisco 
Firepower 2140 NGFW 
Appliance, 1U, 

12 N/A 1 
 
$ 

CAB-AC - 
AC Power Cord (North 
America), C13, NEMA 5-15P, 
2.1m 

--- 7 2 
 
$ 

SF-F2K-TD6.4-K9 - 
Cisco Firepower Threat 
Defense software v6.4 for 
FPR2100 

--- 14 1 
 
$ 

FPR2K-SSD200 - 
Firepower 2000 Series SSD 
for FPR-2130/2140 

--- 14 1 
 
$ 

FPR2K-SLIDE-
RAILS 

- 
Firepower 2000 Slide Rail Kit 

--- 14 1 
 
$ 

FPR2K-CBL-
MGMT 

- 
Firepower 2000 Cable Mgmt 
Brackets 

--- 14 1 
 
$ 

FPR2K-NM-
BLANK 

- 
Firepower 2000 Series 
Network Module Blank Slot 
Cover 

--- 14 1 
 
$ 

FPR2K-FAN - 
Firepower 2000 Series Fan 
Tray 

--- 14 1 
 
$ 

FPR2K-PWR-AC-
400 

- 
Firepower 2000 Series 400W 
AC Power Supply 

--- 14 2 
 
$ 

FPR2K-SSD-
BBLKD 

- 
Firepower 2000 Series SSD 
Slot Carrier 

--- 14 1 
 
$ 

L-FPR2140T-
TMC= 

Yes 
Cisco FPR2140 Threat 
Defense Threat, Malware 
and URL License 

--- 3 1 
 
$ 

L-FPR2140T-
TMC-1Y 

- 
Cisco FPR2140 Threat 
Defense Threat, Malware 
and URL 1Y Subs 

12 N/A 1 
 
$ 
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SF-FMC-VMW-2-
K9 

Yes Cisco Firepower 
Management Center, 
(VMWare) for 2 devices 

--- 3 1 
 
$ 

CON-ECMUS-
SFMMCVWK 

- 
SOLN SUPP SWSS Cisco 
Firepower Management 
Center 

12 N/A 1 
 
$ 

CON-AS-NS-PDI  
Next Generation Firewall 
Implementation 
Subscription Service  

NA NA 1 
 
$ 

  
 

 
Total Bid 
Price 

 
$ 

 

*BASIS FOR AWARD 

Submitted By: 

Authorized Signature: ____________________________________ Date: ________________________ 

Printed Name and Title: 

___________________________________________________________________________________ 

Bidder Name: _________________________________________________________________________ 

Bidder Address: _______________________________________________________________________ 

FEIN: ____________________________________    eMMA # ___________________________________ 

Bidder Contact Information:      Telephone: (____) ____-- _____________Fax: (____) ____--__________ 

E-mail: ______________________________________________________________  
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ATTACHMENT E – FEDERAL FUNDS ATTACHMENT 

[Reference, among other provisions, 45 C.F.R. § 75.335] 

In addition to other provisions required by the IFB and Contract related to the federal funds that may 
be included in any Contract to be awarded as a result of this IFB, the following provisions are applicable:  

A. Contracts for more than the simplified acquisition threshold currently set at $150,000, which is the 
inflation adjusted amount determined by the Civilian Agency Acquisition Council and the Defense 
Acquisition Regulations Council (Councils) as authorized by 41 U.S.C. 1908, must address administrative, 
contractual, or legal remedies in instances where contractors violate or breach contract terms, and 
provide for such sanctions and penalties as appropriate. 

B. All contracts in excess of $10,000 must address termination for cause and for convenience by the 
non-Federal entity including the manner by which it will be effected and the basis for settlement. 

C. Debarment and Suspension (Executive Orders 12549 and 12689) (see 2 CFR 180.220 and 45 CFR 
75.212) A party listed on the government-wide exclusions in the System for Award Management (SAM), in 
accordance with the OMB guidelines at 2 CFR part 180 that implement Executive Orders 12549 (3 CFR part 
1986 Comp., p. 189) and 12689 (3 CFR part 1989 Comp., p. 235), “Debarment and Suspension” is not 
eligible for award under this RFP. SAM Exclusions contains the names of parties debarred, suspended, or 
otherwise excluded by agencies, as well as parties declared ineligible under statutory or regulatory 
authority other than Executive Order 12549. Any Contractor awarded a Contract as a result of this RFP is 
responsible for ensuring that any party with which it subcontracts is not debarred or suspended and is in 
full compliance with the executive orders and federal regulations cited in this paragraph. 

D. Byrd Anti-Lobbying Amendment (31 U.S.C. 1352)—Contractors that apply or bid for an award 
exceeding $100,000 must file the required attached certification. Each tier (including the Contractor and 
any subcontractor(s)) certifies to the tier above that it will not and has not used federal appropriated 
funds to pay any person or organization for influencing or attempting to influence an officer or employee 
of any agency, a member of Congress, officer or employee of Congress, or an employee of a member of 
Congress in connection with obtaining any federal contract, grant or any other award covered by 31 U.S.C. 
1352. Each tier must also disclose any lobbying with non-federal funds that takes place in connection with 
obtaining any Federal award. Such disclosures are forwarded from tier to tier up to the non-federal 
awardee (which, in this case, is the State of Maryland).  

 1. Form and rule: All prospective and present contractors and subcontractors (this includes all 
levels of funding) who receive more than $100,000 in federal funds must submit the attached form 
“Certification Against Lobbying.” It assures, generally, that contractors and subcontractors receiving 
federal funds will not lobby federal entities with federal funds, and that, as is required, they will disclose 
other lobbying on form SF-111.  

 2.  Form and instructions: “Form LLL, Disclosure of Lobbying Activities” must be submitted by 
those receiving more than $100,000 in federal funds, to disclose any lobbying of federal entities (a) with 
profits from federal contracts or (b) funded with nonfederal funds. 

E.  Section 504 of the Rehabilitation Act of 1973. Any Contractor awarded a Contract as a result of 
this RFP certifies that it will comply with Section 504 of the Rehabilitation Act of 1973, as amended (29 
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U.S.C. § 791 et seq.), and all regulations promulgated thereunder.   Section 504 prohibits discrimination on 
the basis of handicap in all federally assisted programs and activities. It requires the analysis and making of 
any changes needed in three general areas of operation— programs, activities, and facilities and 
employment.  It states, among other things, that: Grantees that provide health ... services should 
undertake tasks such as ensuring emergency treatment for the hearing impaired and making certain that 
persons with impaired sensory or speaking skills are not denied effective notice with regard to benefits, 
services, and waivers of rights or consents to treatments. 

F. Age Discrimination Act of 1975. Any Contractor awarded a Contract as a result of this RFP certifies 
that it shall not discriminate on the basis of Age, according to the requirements of the Age Discrimination 
Act of 1975. 

G. Title VI of the Civil Rights Act of 1964. Any Contractor awarded a Contract are a result of this RFP 
certifies that it shall comply with Title VI of the Civil Rights Act of 1964 and shall not discriminate in 
participation by race, color, or national origin. 

H.  Section 1557 of the ACA. Any Contractor awarded a Contract as a result of this RFP certifies that it 
shall comply with Section 1557 of the Affordable Care Act (42 U.S.C. § 18116) and any regulations 
promulgated thereunder.  Section 1557 prohibits discrimination on the basis of race, color, national origin, 
sex, age, or disability in certain health programs or activities. Section 1557 further provides that, except as 
provided in Title I or the Patient Protection and Affordable Care Act (as amended, the ACA), an individual 
shall not, on the grounds prohibited under Title VI of the Civil Rights Act of 1964, Title IX of the Education 
Amendments of 1972, the Age Discrimination Act of 1975, or Section 504 of the Rehabilitation Act of 
1973, be excluded from participation in, be denied the benefits of, or be subjected to discrimination under 
any health program or activity, any part of which is receiving federal financial assistance or any program or 
activity that is administered by any entity (such as MHBE) established under Title I of the ACA.  
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ATTACHMENT E-1 – CERTIFICATION AGAINST LOBBYING 

U.S. Department of Health and Human Services 

CERTIFICATION REGARDING LOBBYING 

Certification for Contracts, Grants, Loans, and Cooperative Agreements 

 The undersigned certifies, to the best of his or her knowledge and belief, that:  

(1) No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, 

to any person for influencing or attempting to influence an officer or employee of any agency, a Member 

of Congress, an officer or employee of Congress, or an employee of a Member of Congress in connection 

with the awarding of any Federal contract, the making of any Federal grant, the making of any Federal 

loan, the entering into of any cooperative agreement, and the extension, continuation, renewal, 

amendment, or modification of any Federal contract, grant, loan, or cooperative agreement.  

 (2) If any funds other than Federal appropriated funds have been paid or will be paid to any person 

for influencing or attempting to influence an officer or employee of any agency, a Member of Congress, an 

officer or employee of Congress, or an employee of a Member of Congress in connection with this Federal 

contract, grant, loan, or cooperative agreement, the undersigned shall complete and submit Standard 

Form-LLL, “Disclosure Form to Report Lobbying,” in accordance with its instructions.  

(3) The undersigned shall require that the language of this certification be included in the award 

documents for all sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants, 

loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly. 

This certification is a material representation of fact upon which reliance was placed when this transaction 

was made or entered into. Submission of this certification is a prerequisite for making or entering into this 

transaction imposed by Section 1352, title 31, U.S. Code. Any person who fails to file the required 

certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for 

each such failure.  

Award No. 

 

Organizational Entry 

Name and Title of Official Signing for Organizational Entry 

 

Telephone No. Of Signing Official 

Signature of Above Official 

 

Date Signed 
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ATTACHMENT E-2 
DISCLOSURE OF LOBBYING ACTIVITIES 

Complete this form to disclose lobbying activities pursuant to 31 U.S.C. 1352 

1. Type of Federal Action: 
a. Contract 
b. Grant  
c. Cooperative 
Agreement 
d. Loan 
e. Loan guarantee 
f. Loan insurance 

2. Status of Federal Action: 
a. Bid/offer/application 
b. Initial award 
c. Post-award 

3. Report Type: 
a. Initial filing 
b. Material change 
 

For Material Change Only: 
Year ______ quarter _______ 
Date of last report _________ 

4. Name and Address of Reporting Entity: 
 
 

□ Prime     □ Subawardee    Tier ______, if known: 
Congressional District, if known: 

5. If Reporting Entity in No. 4 is a Subawardee, 
Enter Name and Address of Prime: 
 
 
Congressional District, if known: 

6. Federal Department/Agency: 7. Federal Program Name/Description: 
 

CFDA Number, if applicable: _____________ 

8. Federal Action Number, if known: 9. Award Amount, if known: 

$ 

10. a. Name and Address of Lobbying Registrant 
(if individual, last name, first name, MI): 

 

b. Individuals Performing Services (including 
address if different from No. 10a) (last name, first 
name, MI): 

11. Amount of Payment  (check all that apply) 

$____________   □ actual  □  planned 

13. Type of Payment (check all that apply) 

   □  a. retainer 
   □  b. one-time  
   □  c. commission 
   □  d. contingent fee 
   □  e. deferred 
   □  f. other; specify: 
_____________________________ 

12. Form of Payment  (check all that apply) 

   □  a. cash          □  b. in-kind, specify:      
                                    nature _________________ 
                                     value: _________________ 

14. Brief Description of Services Performed or to be Performed and Date(s) of Service, including 

officer(s), employee(s), or Member(s) contacted, for Payment Indicated in Item 11: 

 

 

(attach Continuation Sheet(s) SF-LLLA, if necessary) 

15. Continuation Sheet(s) SF-LLLA attached:                  □  Yes                 □  No 

16.  Information requested through this form is 
authorized by title 31 U.S.C. Section 1352. This 
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disclosure of lobbying activities is a material 
representation of fact upon which reliance was 
placed by the tier above when this transaction 
was made or entered into. This disclosure is 
required pursuant to 31 U.S.C. 1352. This 
information will be available for public 
inspection.  Any person who fails to file the 
required disclosure shall be subject to a civil 
penalty of not less than$10,000 and not more 
than $100,000 for each such failure. 

Signature: 
___________________________________ 
 
Print Name: 
__________________________________ 
 
Title: 
________________________________________ 
 
Telephone No.: __________________ Date: 
__________ 
 

Federal Use Only Authorized for Local Reproduction 
Standard Form LLL (Rev. 7-97) 

 

 

 

 

INSTRUCTIONS FOR COMPLETION OF SF-LLL, DISCLOSURE OF LOBBYING ACTIVITIES 

This disclosure form shall be completed by the reporting entity, whether sub-awardee or prime Federal 
recipient, at the initiation or receipt of a covered Federal action, or a material change to a previous filing, 
pursuant to title 31 U.S.C. Section 1352.  The filing of a form is required for each payment or agreement to 
make payment to any lobbying entity for influencing or attempting to influence an officer or employee of 
any agency, a Member of Congress, an officer or employee of Congress, or an employee of a Member of 
Congress in connection with a covered Federal action.  Complete all items that apply for both the initial 
filing and material change report.  Refer to the implementing guidance published by the Office of 
Management and Budget for additional information. 

 

1. Identify the type of covered Federal action for which lobbying activity is and/or has been secured 
to influence the outcome of a covered Federal action. 

2. Identify the status of the covered Federal action. 

3. Identify the appropriate classification of this report. If this is a follow-up report caused by a 
material change to the information previously reported, enter the year and quarter in which the change 
occurred.  Enter the date of the last previously submitted report by this reporting entity for this covered 
Federal action. 

4. Enter the full name, address, city, State and zip code of the reporting entity. Include Congressional 
District, if known. Check the appropriate classification of the reporting entity that designates if it is, or 
expects to be, a prime or sub-award recipient. Identify the tier of the sub-awardee, e.g., the first sub-
awardee of the prime is the 1st tier.  Sub-awards include but are not limited to subcontracts, sub-grants 
and contract awards under grants. 

5. If the organization filing the report in item 4 checks "Sub-awardee," then enter the full name, 
address, city, State and zip code of the prime Federal recipient.  Include Congressional District, if known. 
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6. Enter the name of the Federal agency making the award or loan commitment. Include at least one 
organizational level below agency name, if known. For example, Department of Transportation, United 
States Coast Guard. 

7. Enter the Federal program name or description for the covered Federal action (item 1). If known, 
enter the full Catalog of Federal Domestic Assistance (CFDA) number for grants, cooperative agreements, 
loans, and loan commitments. 

8. Enter the most appropriate Federal identifying number available for the Federal action identified 
in item 1 (e.g., Request for Proposal (RFP) number; Invitation for Bid (IFB) number; grant announcement 
number; the contract, grant, or loan award number; the application/proposal control number assigned by 
the Federal agency).  Include prefixes, e.g., "RFP-DE-90-001." 

9. For a covered Federal action where there has been an award or loan commitment by the Federal 
agency, enter the Federal amount of the award/loan commitment for the prime entity identified in item 4 
or 5. 

10. (a) Enter the full name, address, city, State and zip code of the lobbying registrant under the 
Lobbying Disclosure Act of 1995 engaged by the reporting entity identified in item 4 to influence the 
covered Federal action. 

10. (b) Enter the full names of the individual(s) performing services, and include full address if 
different from 10 (a). Enter Last Name, First Name, and Middle Initial (MI). 

11. The certifying official shall sign and date the form and print his/her name, title, and telephone 
number. 

 

According to the Paperwork Reduction Act, as amended, no persons are required to respond to a 
collection of information unless it displays a valid OMB Control Number. The valid OMB control number 
for this information collection is OMB No. 0348-0046. Public reporting burden for this collection of 
information is estimated to average 10 minutes per response, including time for reviewing instructions, 
searching existing data sources, gathering and maintaining the data needed, and completing and 
reviewing the collection of information. Send comments regarding the burden estimate or any other 
aspect of this collection of information, including suggestions for reducing this burden, to the Office of 
Management and Budget, Paperwork Reduction Project (0348-0046), Washington, DC 20503. 

 

 

 


