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I. CONNECTOR PROGRAM OVERVIEW 
 
A. MHBE Connector Program - Grant Information  
 

The purpose of the Connector Program is to award grants to qualified applicants who will 
serve as entities in the Maryland Health Benefit Exchange’s (MHBE’s) Connector Program. 
The grants for the current cycle cover the time period from July 1, 2019 to June 30, 2020, with 
two additional one-year renewal options for FY 2021 and FY 2022.  The terms and conditions 
of the grant award are delineated in each years’ Connector Program Grant agreement, which 
varies slightly for governmental and non-governmental entities. 

 
Inquiries and correspondence are to be sent to Grant Officer and Monitor: 
Heather Forsyth 
Director, Consumer Assistance, Eligibility & Business Integration 
Maryland Health Benefit Exchange 
750 East Pratt Street, 6th Floor 
Baltimore, MD 21202 
Phone: 410-547-6327 
Email: Heather.Forsyth@maryland.gov 
 

Invoices are to be sent electronically to HBE.Finance@Maryland.gov.  The required 
information for invoice submissions: 
CE name address and Fiscal contact  
Invoice Date  
Federal ID Number  
Each invoice must have a unique identifying number 

 
Quarterly reports are due 30 days after the end of the quarter  
Section 1. The Narrative section – online questionnaire 
Section 2. The Expenditure section – completed template to be sent electronically to the 
Connector Program mailbox, Connector.mhbe@maryland.gov 
Section 3. The Personnel section - completed template to be sent electronically the Connector 
Program mailbox, Connector.mhbe@maryland.gov 
Section 4. Performance metrics - encounter, outreach and customer satisfaction metrics – series 
of spreadsheets to be populated by CE 
Additional reports may be requested from time to time such as, but not limited to, a weekly 
report on application and enrollment efforts during open enrollment each year. 

 
B. MHBE Connector Program - Introduction and Background 

 
Thousands of Marylanders have become eligible for health coverage as a result of expanded 
Medicaid eligibility and the creation of subsidized and low-cost health insurance products 
offered through implementation of the Affordable Care Act.  To successfully enroll these 
individuals in coverage, the State has developed a set of robust outreach and enrollment 
mechanisms. One of these resources, the Connector Program, helps consumers learn about, 

mailto:Email:%20Heather.Forsyth@maryland.gov
mailto:HBE.Finance@Maryland.gov
mailto:Connector.mhbe@maryland.gov
mailto:Connector.mhbe@maryland.gov
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apply for and enroll in an appropriate health insurance product, including Medicaid, the 
Maryland Children’s Health Program (MCHP), and subsidized and non-subsidized qualified 
health plans (QHPs). 
 
The primary goal of the Connector Program is to enroll all eligible, uninsured individuals into 
health coverage, including facilitating enrollment into Medicaid, MCHP, and QHPs. While the 
Connector Program serves all uninsured individuals, it is designed to target vulnerable and hard-
to-reach populations that have traditionally struggled to connect to or afford health coverage.  
 
For the purposes of the Connector Program, the State is divided into geographic regions. One 
connector entity is selected to serve each region. The intent of the regional approach is to ensure 
that outreach and in-person enrollment assistance is being provided by individuals who are 
familiar with the local community.   
 

Under federal regulation, entities may not be: a health insurance issuer; a subsidiary of a health 
insurance issuer; an association that includes members of, or lobbies on behalf of, the insurance 
industry; or, receive any consideration directly or indirectly from any health insurance issuer in 
connection with the enrollment of any individual into a health plan. (CFR 155.210).  The 
Maryland Health Benefit Exchange Act of 2012 largely mirrors federal requirements and also 
prohibits entities from receiving any compensation, directly or indirectly from a carrier, 
insurance producer or a third-party administrator or from any MCO that participates in Medicaid 
in connection with enrollment of individuals into a QHP or into Medicaid/MCHP (Insurance 
Article § 31-113(H)(5) and § 31-113(H)(6), Annotated Code of Maryland).   
 
The Maryland Health Benefit Exchange Act of 2012 established programs to serve individuals 
seeking coverage through the Individual Exchange in the State of Maryland. Building on the 
ACA, it further defines the duties of various types of consumer assistance workers.  It defines 
the criteria for becoming a navigator and the oversight and enforcement mechanisms. 
 
Individual Exchange Navigators are individuals who have completed training and received 
certification to provide advice on and facilitate enrollment into Qualified Health Plans (QHPs) 
offered for sale through the Individual Exchange. Certified Individual Exchange Navigators 
must be employed by or engaged with Connector Entities at all times to maintain an active 
certification.   The Maryland Insurance Administration (MIA) has regulatory oversight of 
Individual Exchange navigators. 
 
Other personnel involved in the Connector Program include those that interact with the media 
(Public Information Officers), IT and/or network staff, administrative personnel, such as 
administrative assistants or individuals in management or supervisory positions. 
 
C. Connector Entities as a “Partnership of Entities” 
 
In order to have Maryland-certified navigators, organizations must be employed or engaged by 
the “prime” Connector Entity or be a member of the established Partnership of Entities.  During 
the application process, the applicant organization for a particular region may propose that a 
“Partnership of Entities” be established.  Members of a partnership of entities are, for legal 
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purposes, considered part of the Connector Entity. The “prime” Connector Entity is responsible 
for organizing all partners and services across the region and providing a single point of contact 
for engagement with the MHBE.  Members of the partnership can be funded by the prime 
Connector Entity through sub-contract, but that is not required, i.e., a member of the Partnership 
of Entities can an “un-funded” partner. 
 
The Maryland Insurance Administration (MIA) has regulatory oversight over Connector 
Entities and certified navigators. All organizations that are part of the “Partnership of Entities” 
are subject to the same agreement terms and conditions as “prime” Connector Entity and are 
subject to regulatory oversight by the MIA. 
 
 
II.       CONNECTOR INTERATION WITH OTHER ENTITIES 
 
A. MHBE Consolidated Services Center 

 
The Consolidated Services Center (CSC or “call center”) will assist consumers with telephonic 
applications and provide advice and support to those enrolling online. The CSC will support 
translation services for consumers, offering a language line for enrollment and customer 
support. CSC hours are Monday through Friday, 8 am to 6 pm; Saturdays 8 am to 12 pm.  The 
CSC will both accept referrals from navigators and make referrals to navigators. 

 
B. MHBE Marketing and Outreach  

 
A.  Marketing Overview  

Maryland Health Connection’s marketing team works with an advertising agency to create 
branded content to inform consumers who we are, how to get health coverage, and how to use 
the coverage. The weeks leading up to and during Open Enrollment (Nov.1-Dec. 15), our 
integrated marketing campaign reaches all types of media including: TV, radio, print, digital ads, 
billboards, and even grocery store carts with the goal of driving new and returning consumers to 
our website or to consumer assistance workers. 

 
B.  Marketing and Outreach Requirements for CEs 

COLLATERAL: Any collateral used in activities related to Maryland Health Connection by 
Connector Entities must be reviewed and approved by Maryland Health Benefit Exchange prior 
to use. MHBE may require any collateral that does not have prior approval to be removed from 
distribution. 
 
CEs are strongly encouraged to use and share the approved resources and fact sheets available on 
MarylandHealthConnection.gov that are available in English and Spanish. 
 
CEs must submit any additional collateral for approval before printing or distributing. Please 
send to Betsy Plunkett, director, marketing and web strategies, betsy.plunkett@maryland.gov 

https://www.marylandhealthconnection.gov/get-answers/resources-and-fact-sheets
https://www.marylandhealthconnection.gov/get-answers/resources-and-fact-sheets
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and allow 48 hours for review. If you find additional materials other states or organizations 
created that you feel are useful, send them to MHBE to consider redesign using our branding. 
 
Connector Entity collateral to consumers providing information about health insurance and 
enrollment on Maryland Health Connection must feature the MHC logo. The CE’s own brand 
may be included secondarily, as in “Powered by ….,” “Brought to you by …” or something 
similar. The MHC logo should be featured prominently on CE collateral materials, websites, in 
presentations and in physical enrollment settings through signage provided by MHBE. 
Subcontractors/partners of CEs only may use the MHC logo with MHBE permission on a case-
by-case basis. Building the branding of the MHC marketplace is a key objective of the 
partnership. 

 
All significant print materials are required by law to include the following disclaimer:  

• Maryland Health Benefit Exchange complies with applicable Federal civil 
rights laws and does not discriminate on the basis of race, color, national 
origin, age, disability, or sex. 

• Hay ayuda disponible en su idioma: 1-855-642-8572 (Relay users dial 711). 
Estos servicios están disponibles gratis. 

• 用您的语言为您提供帮助：1-855-642-8572 （Relay users dial 711） 这些服务

都是免费的. 
(You may omit the Spanish or Chinese line if the material is in that respective 

language.) 
 

GIVE AWAYS: MHBE will provide each region with a set amount of promotional items and 
give aways throughout the year.  CEs who would like to have additional quantities of these items 
have the option to acquire them at their own expense.  Please note:  costs for promotional items 
that do not have the Maryland Health Connection logo will not be eligible for grant fund 
reimbursement. 
 
BRANDED CLOTHING AND APPAREL:  CE staff are encouraged to wear business casual 
attire at public-facing events.  White, blue and green are the best choices for a top, as they reflect 
the Maryland Health Connection branding. CEs have the option to use their own funds to acquire 
non-MHC branded apparel, but may only use MHBE grant funds to cover those costs if the 
apparel includes the full Maryland Health Connection logo.  Co-branded materials should be 
approved by MHBE prior to purchase.      
 
PRESS RELEASES: Any press release issued by Connector Entities that references Maryland 
Health Connection must have prior approval from the Maryland Health Benefit Exchange at least 
24 hours in advance by Betsy Plunkett, director, marketing and web strategies, at 
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betsy.plunkett@maryland.gov. 
 
All press releases should include the MHC logo, the CE logo (if you have one), and the 
following MHC boilerplate statement at the end:  
 
About Maryland Health Connection: Maryland Health Connection is the state-based 
marketplace for Marylanders to shop and enroll in health insurance, as well as determine 
eligibility for Medicaid and other assistance programs, and federal tax credits. 
MarylandHealthConnection.gov 
 
STATEWIDE ENROLLMENT EVENTS:  

o Every CE region must participate in some way in the statewide events and display signage 
that clearly identifies the event as a Maryland Health Connection event. 

 
o Each event must be staffed appropriately and professionally, and have a designated staff 

member present to welcome and triage consumers, manage time and event resources, and 
answer general questions regarding enrollment. 

 
STATEWIDE PARTNERSHIPS: We expect all Connector Entities to take advantage of 
outreach opportunities provided by partnerships with MHBE by participating as much as 
possible. 

SHARE YOUR STORY: To raise awareness and encourage enrollment, MHBE encourages CEs, 
through their navigators, to gather success stories from consumers who were satisfied with their 
experience and are willing to share their story.  CEs are asked to submit weekly during open 
enrollment to the MHBE Marketing Team the contact information of consumers who have been 
asked and agreed during a post-enrollment debrief if they would volunteer to share their story for 
marketing purposes. 

SOCIAL MEDIA: All Connector Entities are encouraged to share MHBE social media posts 
weekly (including Facebook, Twitter, Instagram, and/or YouTube).  CEs and navigators are 
encouraged to subscribe to communications via the pop-up box on marylandhbe.com and to 
receive a daily email digest of @MarylandConnect tweets to help with sharing content. MHBE 
believes it is important for both MHBE and the CEs to amplify social content, which also helps 
build audience and search-engine optimization. CEs can sign up for an automated email of daily 
updates from Maryland Health Connection through the MarylandHealthConnection.gov website. 

LANGUAGE PROVISION: Connector Entities with specific language needs based on 
population statistics are required to provide in-language outreach and education materials. 
Connector Entities are responsible for distributing marketing materials to their subcontractors. 

WEBSITES: CEs are required to prominently feature the Maryland Health Connection logo on 
websites to promote MarylandHealthConnection.gov. Also provide a link from the logo to the 

mailto:betsy.plunkett@maryland.gov
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MHC website. CE website copy must be updated regularly so that sites reflect the appropriate 
enrollment period and accurate information.   

C.   MHBE Producer Program – revised September 2020 
 
The MHBE will continue to allow Connector Entities to offer on-site co-location of 
producers for the purpose of handing off consumers for assistance with plan selection. 
CE locations include any location that is property leased or owned by any  organization 
that is part of the CE partnership of entities, or hosts one or more Navigators, or is 
funded all or in part by CE grants awarded annually by the MHBE. 
In order to host producers at Connector Entity locations on an on-going basis, CEs are 
required to do the following: 
 

1. Send an invitation at least once each year to all MHBE authorized producers in 
the region offering on-site, co-location with navigators. [MHBE Producer 
Operations provides a spreadsheet with the names of the MHBE authorized 
producers to each CE on a routine basis] 

2. Develop a scheduling strategy for onsite producers that allows for consumer 
choice and prevents steering to a certain producer.  To the extent possible, there 
should be at least two producers scheduled to be on site at any one time to 
allow for consumer choice.  CEs are encouraged to schedule producers with 
specific language skills where needed to serve limited English proficiency 
consumers. 

3. Submit a summary of the producer scheduling strategy and the names of 
producers who are onsite with navigators during the prior quarter in the 
quarterly report, narrative section. 

 
MHBE recommends the following script when an onsite producer is available:  I have 
completed your application in Maryland Health Connection and we have discussed the 
results.  As all or part of your household is eligible for a Qualified Health Plan with 
financial assistance, you need to select and enroll in a qualified plan before coverage 
can begin.  I can help you now with plan selection, and explain next steps, or you may 
speak with one of the producers at this location.  Whatever choice you make, 
assistance is provided free of charge and will not affect your eligibility for assistance.  
If for any reason you are unhappy with the service of the producer, you can return to 
me for assistance.  
 
Navigators are to be mindful that the Maryland regulation requires that upon contact 
with an individual who acknowledges having been assisted by a certain insurance 
producer in the past, they must attempt to refer the individual back to that insurance 
producer for assistance. 
This policy may be modified from time to time at the sole discretion of the MHBE to 
ensure program integrity. 
 
NOTE: During COVID-19 state of emergency when navigators are serving consumers 
by phone instead of in person, CEs will develop a strategy for handoffs to producers 
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which allows for consumer choice and prevents steering to a certain producer.  
Navigators may hand off to a specific producer in the case where the producer has a 
required language skill, and is the only one available with that skill which meets the 
consumer's other preferences (gender, geographical location, etc.). 
 
 
 
D.   Maryland Insurance Administration  

 
Navigators will transfer consumers to the MIA when the consumer has a: 

 
a) question or wants to file a complaint to the Insurance Commissioner about a denial of non-

emergency medical care or coverage, 
b) question or complaint about premium rates, 
c) question or complaint about service areas or provider panels, 
d) question or complaint about plan compliance with Essential Health Benefits and the 

Maryland Benchmark Plan, including questions about what his or her health plan covers, 
e) question or complaint about plan compliance with the Mental Health Parity and Addiction 

Equity Act, 
f) complaint about Individual Exchange navigators, 
g) complaint about MHBE Connector Entities, 
h) question or complaint about a producer, 
i) question or complaint about prior Authorization requirements, 
j) question or needs assistance resolving billing disputes with insurance companies, 
k) question or complaint about insurance fraud and/or 
l) question or complaint about any other possible violation of Maryland Insurance law. 
 
E.   Health Education and Advocacy Unit (HEAU)  
 
Navigators will transfer a consumer to the Maryland Attorney General’s Health Education and 
Advocacy Unit when the consumer needs help: 
a) gathering information in order to file an appeal to an insurance company about a denial of 
non-emergency medical care or coverage. 
b) gathering information in order to file a complaint with the Insurance Commissioner 
about a denial of non-emergency medical care or coverage. 
c) resolving billing disputes with hospitals, doctors and other health care providers; 
d) negotiating refunds for medical equipment that is defective or was never delivered; and 
e) obtaining repairs for medical equipment and other health care products. 
 

 
 
III. CE PERSONNEL PROCEDURES 

A. Hiring and Staffing Requirements 

1.  Navigator qualifications 
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Connector Entities shall be aware of the section of Md. INSURANCE Code Ann. § 31-113(j)(2) 
pertaining to the qualifications of a navigator:  

 
To qualify for an Individual Exchange navigator certification, an applicant: 
 
      (i) shall be of good character and trustworthy; 
      (ii) shall be at least 18 years old; 
      (iii) shall complete, and comply with any ongoing requirements of, the training program 
established under subsection (k) of this section; and 
      (iv) shall comply with all applicable requirements of the Maryland Department of Health. 
 
A background check consistent with sound employment practices is one way to determine 
whether a Navigator is trustworthy and of good character.  MHBE no longer requires Navigator 
staff to be fingerprinted or subject to a particular level of background check.  Connector Entities 
may request or require a background check at their discretion.  
 
Connector Entities must comply with federal provisions (pursuant to §§1128 and 1156 of the 
Social Security Act and 42 CFR §1001) that prohibit payments under certain federal health care 
programs to any individual or entity that is on the List of Excluded Individuals/ Entities (LEIE) 
maintained by the U.S. Department of Health and Human Services (HHS) Office of Inspector 
General.  The LEIE provides information to the health care industry, patients and the public 
regarding individuals and entities currently excluded from participation in Medicare, Medicaid 
and all other Federal health care programs. Connector Entities are required to check the LEIE 
prior to hiring or assigning individuals to work and periodically, thereafter.  Connector Entities 
are required to notify the MHBE immediately of any identification of the Connector Entity or an 
individual employee as excluded, and of any HHS action or proposed action to exclude the 
Connector Entity or any Connector Entity employee. The list can be accessed at 
https://www.sam.gov 
 

2. Individual Conflict of Interest Requirements 

Federal and state laws require that navigators avoid conflicts of interest. The ACA prohibits a 
navigator from being a health insurer or receiving consideration directly or indirectly from 
health insurers in conjunction with enrollment in a QHP or non-QHP (ACA Section 
§1311(i)(4)).  In the Maryland Health Benefit Exchange Act of 2012, entities and Individual 
Exchange navigators are prohibited from receiving any compensation, directly or indirectly 
from a carrier, insurance producer or a third- party administrator or from any MCO that 
participates in Medicaid in connection with enrollment of individuals into a QHP or into 
Medicaid/MCHIP (31-113(H)(5) and 31-113(H)(6), Annotated Code of Maryland).  The law 
also provides that an Individual Exchange navigator shall receive compensation only through 
the Individual Exchange or Individual Exchange navigator entity or from a permitted source as 
approved by the MHBE.  
 

3. Guidelines for utilizing part time staff (%FTE) 

Connectors may allow staff to work part-time and/ or allow staff salaries to be split between 

https://www.sam.gov/
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programs.  However, to assure staff have adequate familiarity with and current knowledge of the 
program, they are required to participate in Connector activities no less than 50% of an FTE.  An 
exception to this would be if a certified navigator who has left their position comes back to work 
a limited number of hours during open enrollment.   
 
The CE should make a careful effort to follow the funding/ staffing requirements of all funders, 
including the MHBE.  To avoid any impropriety, certified staff who are not 100% supported by 
Connector grant funds should not be funded through any other related government program, such 
as Medicaid.  
 
It is important to reiterate that certified personnel may not be compensated, directly or indirectly, 
by a carrier, an insurance producer, a third-party administrator or a Managed Care Organization 
in connection with the enrollment of an individual in a Qualified Health Plan, Medicaid or 
MCHP.  Additionally, CE staff may not hold more than one health insurance- related 
certification at one time, i.e. one cannot be a health insurance producer AND a navigator.  
 
4. Availability of navigators during open enrollment 
 
CEs should have navigators available for in person assistance at least every weekday during open 
enrollment and for two weeks after, i.e. the CE may not close on a weekday except in instances 
of inclement weather.  If last day of open enrollment is on a weekend, the CE should plan to have 
navigators available for at least some portion of those weekend days. 
 
5. Departed navigators 

After separation from the CE, navigators are sent a letter from the program stating that navigator 
certification is currently inactive and will remain inactive until such time as they provide 
satisfactory evidence of compliance the laws and regulations pertaining to navigators. 

B. Registration, Training and Certification for Navigators 
To participate in the Connector Program for 2020 Open Enrollment, certified staff must be employed or 
engaged by a Connector Entity (CE) or partner who has a fully executed agreement with the MHBE.  
Tracking of the navigator application and certification process takes place in the MHBE CAW 
registration and application portal (SalesForce).  The online training for new and returning navigators is 
delivered on the Adobe Captivate Prime LMS platform which is separate from the Salesforce registration 
and application portal.    All navigators have active accounts in both systems.  New Navigators preparing 
for 2020 Open Enrollment, as well as existing navigators taking Annual Training, will access the training 
modules through the Adobe Captivate Prime LMS.  The URL to reach the Adobe LMS is 
https://captivateprime.adobe.com/mhbe.  The 2020 Annual Training for returning navigators will be 
released in late summer.  Contact mhc.trainingsupport@maryland.gov with any training-related issues. 

 
FIRST STEP FOR NEW NAVIGATORS 

Create an account on CAW registration and application portal (SalesForce) 

https://captivateprime.adobe.com/mhbe
mailto:mhc.trainingsupport@maryland.gov
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1) Go to https://mhbe.force.com/training/CustomCommunityLogin ; 2) Click on the 
Register link. 3) Complete the registration form by entering your First Name, Last Name, 
Email (use your work email) and create a password. Click submit. 4) You will receive a 
confirmation email.  5) Click on the link provided in the confirmation email and enter your 
login credentials you created during registration. Once logged in, click on the 
“Applications” tab in the top left corner of the screen. Click on the “Create New 
Application” button.  6) Select the role in which you are applying (Navigator) from the 
drop down menu and click continue. 7). Enter requested information into the application 
fields, click save.  9). Once ready, complete the Application Signature. 10)  Submit the 
application for approval by clicking on the button that says “Submit for Approval.”  Make 
sure to do the last step or you will not be able to access the training material.  Following 
this you will receive an email with instructions on how to access the training material in 
the Adobe Captivate Prime LMS. 
 

Pre-Credentialing Training for New Navigators 
New navigators will take the Pre-Credentialing online training in the Adobe Captivate Prime LMS.  Once 
they have completed the Pre-Credentialing modules, they will be able to register for the exam within the 
Adobe Captivate Prime LMS.  During the COVID-19 State of Emergency, the exam will be offered 
electronically online.  Testing sessions will continue to be held on Wednesdays; deadline for the navigator 
to register for the exam is noon on the Monday prior.   
 
Requirements for new navigator applicants 
New Navigator applicants must complete all training, including the Pre-Credentialing Training and the 
final exam within 45 days of the application approval date.  Failure to successfully take and pass the 
final exam within 45 days of application approval will result in deactivation of the applicant’s MHBE 
CAW registration and application portal account.  In order to continue, the applicant must submit a new 
application and restart the training from the beginning.   
 
If an applicant fails to reach a score of 80% on the second exam, the applicant will be deactivated from 
the MHBE CAW registration and application portal and not eligible to reenter until one year from the 
second failed exam date.  At that point, the applicant must request that their MHBE CAW registration and 
application account be re-activated, submit a new application, and restart the Pre-Credentialing training.   
 
Navigator Certification Letter 
Shortly after passing the exam, newly certified navigators receive a certification letter by email from the 
MHBE Connector Program.  The letter contains the certification number and expiration date.  Printed 
certificates with the same information are mailed to the home address in the weeks following.  The 
certification stays in effect for 2 years.  The MHBE CAW registration and application portal (SalesForce) 
will automatically remind the navigator when the 2-year certification is due to be renewed.  The navigator 
must follow a simple process to update their certification, and when complete, a new updated certificate 
will be mailed to the navigator’s home address.  As a reminder, navigators must be employed or engaged 
by a Connector Entity at all times to maintain an active certification.  For questions regarding navigator 
certification status, letters or certificates, please contact the Connector Program at 
Connector.MHBE@maryland.gov or Ginny Seyler at ginny.seyler@maryland.gov. 
 

https://mhbe.force.com/training/CustomCommunityLogin
mailto:Connector.MHBE@maryland.gov
mailto:ginny.seyler@maryland.gov
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Annual Training for Returning Navigators 
Annual Training for returning navigators will be released in late summer 2020.  Currently certified 
navigators will receive an email from the MHBE training team with instructions of how to complete their 
Annual Training in Adobe Captivate Prime LMS.  The deadline to complete 2020 Annual Training will 
be late October.  Contact mhc.trainingsupport@maryland.gov with any issues.   
 
Individuals who have left the program with prior certification may return and be re-certified without re-
testing if they have tested within the past two years, or if they served during the prior Open Enrollment.  
This also applies to previously permitted call center reps training to be navigators.  These types of 
applicants will be responsible for completing “2020 Annual Training” before they can be re-certified. 
 

 
C. Individual Navigator Attestation to be signed at Application  
NOTE: Section III.C. describing the Individual Navigator Attestation was inadvertently left out of the 
earlier versions of the FY 2021 manual.  It appeared in prior years’ versions. 
The Individual Navigator Attestation (Attachment C) is presented to the applicant in the MHBE 
CAW registration and application portal at the time of navigator application or re-certification.  
By signing the attestation, the applicant indicates that he/she attests to compliance with conflict 
of interest and other requirements of the navigator program.  The attestation is aligned with the 
requirements of an individual exchange navigator as presented in Maryland law (Md. 
INSURANCE Code Ann. § 31-113 (2013) and Federal Law, Code of Federal Regulations Title 
45 §§ 155.210 & 155.260. 
 
The Individual Navigator Attestation is considered electronically signed at the time of navigator 
application submission; no submission can be made without agreeing to signature.  It is the 
responsibility of the applicant to provide a copy of the signed attestation to the Connector Entity. 
 
As stated in the attestation, should an actual or potential conflict of interest arise after the date of 
this Attestation, the Attestor will immediately make a full disclosure, in writing, to the MHBE 
Chief Compliance Officer and the Connector Entity with which the Attestor is employed or 
engaged, of all relevant facts and circumstances, including a description of actions the Certified 
Navigator has taken to avoid, mitigate, or neutralize the actual or potential conflict of interest. 
 
D. HBX Worker Portal Access for Navigators 

1.  Establishing Navigator Accounts on HBX Worker Portal  

Once a navigator has received a certification letter, a request to establish an HBX Worker Portal 

Please contact MHC.TrainingSupport@maryland.gov with any questions regarding access to Adobe Captivate Prime 
LMS, trouble with the training modules or scheduling the in-person exam. 

For questions regarding navigator certification status, letters or certificates, please contact the Connector Program at 
Connector.MHBE@maryland.gov or Ginny Seyler 410-547-6815 ginny.seyler@maryland.gov  

mailto:mhc.trainingsupport@maryland.gov
mailto:MHC.TrainingSupport@maryland.gov
mailto:Connector.MHBE@maryland.gov
mailto:ginny.seyler@maryland.gov
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account may be submitted by the CE or navigator.  The MHBE Worker Portal Access Request 
form (Attachment D) should be completed and emailed to the Connector Program Manager.  
The Connector Program Manager will establish the account and send the credentials to the 
navigator.  Any issues with access to the HBX Worker Portal, including request for password 
reset, should be directed to the Connector Program Manager, Ginny Seyler at 
ginny.seyler@maryland.gov.  Please note:  the email address of hb access@maryland.gov that 
appeared on prior forms is NOT active.  Requests sent to that address will not be responded to. 

2. Establishing AnyConnect VPN Account to Access Worker Portal 

Once a navigator has received a certification letter, a request to establish a MHBE AnyConnect 
VPN account may be submitted by the CE or navigator.  The main purpose of the VPN is to 
provide a protected channel to allow the navigator to access the HBX Worker Portal from behind 
the State Network firewall – the mechanism that protects the Personal Identifying Information 
inside the HBX.  The VPN should not be shared with other navigators.   

To request an MHBE VPN account, a VPN account establishment form (Attachment E) must be 
completed by the CE and sent to the Connector Program Manager.  The AnyConnect Download 
and Configuration Instructions will be sent to the navigator by email and should be used to 
download and configure the Cisco AnyConnect Secure Mobility software (VPN) on the 
navigator’s laptop or desktop computer.  The VPN User ID (begins with ssl.) and temporary 
password will be sent to the user by the Connector Program Manager.  The user should 
immediately use the MHBE VPN credentials (user name and password) to assure a connection to 
the HBX worker portal through MHBE VPN.   

Any issues with VPN access, including request for VPN password reset, should be directed to 
the Connector Program Manager, Ginny Seyler at ginny.seyler@maryland.gov.   

     3. Establishing Additional Roles and Database Access for Designated Navigators 

There are several specialized roles that can be designated to navigators at Connector Entities.  A 
designation is available, at the discretion of MHBE, to one experienced navigator at each CE.  
The roles are as follows: 

1. VCL Supervisor Role in HBX 
2. MMIS (status of Medicaid coverage) 
3. Sharefile (status of QHP enrollments) 

To request a role designation, contact the CE Program Manager. 

4. Suspending Accounts at the Departure of Navigator 

Use the MDHBX Worker Portal Access Request Form to report the departure of a navigator 
from employment/ engagement within 24 hours.  This is an important IT security practice which 

mailto:ginny.seyler@maryland.gov
mailto:access@maryland.gov
mailto:ginny.seyler@maryland.gov
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the CE is responsible for; it is covered in the compliance measures of the MHBE agreement.  
Please send the completed form to the CE Program Manager, who will complete the off-boarding 
process in the HBX and for the VPN. 

E. Connector Entities who are also Application Counselor Sponsoring Entities 

Please make sure that organizations within the Connector Entity are mindful of restrictions that 
exist for entities that house navigators AND CACs.  The following is reprinted from COMAR 
14.35.12 - Application Counselor Sponsoring Entity Designation Standards 
 
14.35.12.04(D)  
An Individual Exchange connector entity may also be a designated application counselor 
sponsoring entity only under the following conditions: 
 

(1) No agent, employee, or volunteer of the Individual Exchange connector entity may 
hold more than a single certification as either an Individual Exchange navigator, an 
assister, or a certified application counselor; 

 
(2) All Individual Exchange connector entity grant funds must be wholly segregated from 
certified application counselor program funding; 

 
(3) No certified application counselor may be compensated in whole or in part from 
Individual Exchange connector entity grant funding, and no Individual Exchange 
navigator or assister may be compensated in whole or in part from application counselor 
program funding; 

 
(4) All utilities, computer systems, and other components of operations which are utilized 
jointly by both the Individual Exchange connector and application counselor programs, 
including executive and administrative staff, shall be cost allocated as directed by the 
Maryland Health Benefit Exchange and Department of Health and Mental Hygiene in 
relation to the percentage of consumers served by the entity who are determined eligible 
for Maryland Medical Assistance Program/Maryland Children’s Health Program, 
advance premium tax credits, or cost-sharing subsidies, and who are enrolled in 
qualified health plans and managed care organizations; and 

 
(5) No individuals seeking assistance in enrolling in a managed care organization may be 
referred by a certified application counselor engaged by an Individual Exchange 
connector entity to an Individual Exchange navigator or assister employed by the same 
individual exchange connector entity, and no consumers served by an Individual 
Exchange connector entity, Individual Exchange navigator, or assister may be referred to 
or served also by a certified application counselor retained by the same Individual 
Exchange connector entity. 

 
F.  The CEs Role in Navigator Training and Quality Assurance  

CEs are responsible for providing ongoing training and oversight to ensure navigators are 



39 
 
 

 

prepared and qualified to perform their duties.  CEs may arrange for training on topics such as 
customer service, workplace safety, handling difficult consumers, and other topics which pertain 
to navigator activities. 

It is expected that new navigators will work alongside seasoned navigators for several days or 
weeks to see and learn how to provide in person assistance for enrollment before meeting solo 
with a consumer. 

CEs are expected to make regular assessment of navigators’ skill and quality using the following 
criteria: 

Qualities of a good navigator: 

• Manages consumer appointments and responds promptly to consumer contact 

• Comfortable/effective at serving persons with different backgrounds and personalities 

• Recognizes and assimilates new information and HBX system changes 

• Mindful of consumer privacy 

• Has a firm knowledge of health insurance affordability program concepts, definitions 
and policies (QHP, APTC, CSR, metal level, Medicaid) 

• Has a firm knowledge of health insurance concepts (co-pay, deductible) and use of the 
health care system (free preventive care, doctor visits, in-patient vs. outpatient care) 

• Comfortable using the worker portal to find information about a case 

• Utilizes available resources at the CE level (HBX Worker portal, MMIS, 
ShareFile/MLR) to resolve consumer concerns 

• Successfully completes certification training assignments in a timely manner 

• Attends scheduled staff meetings and events, and is a reliable team player 

CEs will work together with MHBE to ensure consistent performance of navigators across all 
regions. 

 
IV. MHBE OVERSIGHT OF THE CONNECTOR PROGRAM 

The MHBE will have oversight for Connector Entities and serve as a resource to entities to 
support outreach functions and aid in troubleshooting.  The MHBE will establish a single point 
of contact for each connector entity who will serve this role on a day-to-day basis.  Additionally, 
entities are expected to communicate and coordinate with, and monitor partner organizations, as 
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applicable. 

A. General Oversight 

General Oversight.  Connector Entities will be expected to participate in weekly check in calls 
with the MHBE designated program monitor. The purpose of these calls will be to monitor entity 
progress against goals, address entity concerns or issues, address information systems questions 
or challenges, and generally provide for open communication between the entity and the MHBE.  
It is also anticipated that the Connector Entities will attend regularly scheduled (monthly) 
meetings at the request of the MHBE and be available for on-site visits by the MHBE from time 
to time.  On site visits will include a review of financial and personnel documents and 
compliance practices. Connector Entities and their partners also must make such records 
available to federal and State auditors upon request.  It is the expectation of MHBE that 
Connector Entity partner organizations performing enrollment activities and all funded 
subcontractors attend at least one monthly meeting during the year. 

B. Payment and Invoicing for FY 2021 

As stated in the FY 2021 Connector Entity Program Grant Agreement, the Maryland Health 
Benefit Exchange (MHBE) will make reimbursable payments for expenditures incurred on a 
monthly basis throughout the grant term.  Invoices that detail expenditures by category (line item) 
as included in the budget proposal must be presented for payment within 10 days of the end of 
each month by submission to HBE.finance@maryland.gov.  Invoices must include the CE name, 
address, and fiscal contact; invoice date, Federal ID number, and a unique invoice identification 
number.  Invoices must be accompanied by all relevant documentation supporting expenditures 
detailed in the invoice, including records that support payroll and payroll related expenses.  Line 
items on invoices must align with line items in the approved budget contained in the fully 
executed Connector Program Grant Agreement, or in an approved modification. To aid in the 
review of invoices, please provide a detailed summary sheet which shows the individual charges 
under each line item.   
 
Monthly invoices should detail expenditures by category or line item that appears in the original 
approved budget.  As stated in the agreement, transfers among line items of the approved FY 
2021 budget of $10,000 or more must receive prior written approval from the MHBE, as must any 
transfer of funds to a new line item.   
 
The process of submitting a budget modification is as follows: 
Make a revision to the original approved budget document by adding a column and placing in it 
the revised figures by line item. Label the column with the proposed modification date.  Also, 
label the top of the document with the words, “proposed modification.”  Submit by email to 
connector.mhbe@maryland.gov and a copy to ginny.seyler@maryland.gov.  The last day to 
submit modifications is usually May 31. 
 
The following is included in approved line items: 
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• Salary:  direct costs of navigators, managers, executives -- salaries of managers and 
executives who oversee other programs should be charged to MHBE at a pro-rated rate; 
navigators are required to participate in Connector activities no less than 50% FTE and 
cannot be partially funded by a similar government program, such as Medicaid. 

• Fringe:  Fringe benefits are allowable in proportion to the salary charged to the grant, to 
the extent that such payments are made under formally established and consistently 
applied organizational policies. 

• Equipment:  Computers, printers, scanners, desks, chairs, cubicles, shelving and other 
basic furnishings for enrollment sites 

• Phone/Internet/Communications:  communications hardware, software and access costs 
for Connector program activities 

• Rent/Utilities for storefront:  Costs for use and maintenance of space to conduct MHC 
enrollment activities, including electricity, gas, water, cleaning, and upkeep; does not 
include major remodeling or re-construction 

• Travel: Costs for personnel to conduct off-site activities and to attend MHBE sponsored 
meeting and training activities. Reimbursement is to be based on State of Maryland 
procedures as follows: 
□ A driver who leaves the office to conduct business in the field and returns to the 

office may be reimbursed for all mileage directly connected with the business trip (i.e., 
mileage from the office to the field site and back to the office) because the driver will 
have driven his normal daily commute to and from the office by the end of day. 
□ A driver who conducts business prior to coming into the assigned office or on the 

way home from the assigned office may be reimbursed for all mileage in excess of the 
daily round-trip commute miles normally traveled. 
□ A driver who leaves home to conduct business and returns home without stopping at 

the assigned office may be reimbursed for all mileage directly connected with the 
business trip in excess of the round-trip commute miles normally traveled. 
□ In no event shall a driver be reimbursed for commuting to and from his or her 

assigned office. 
□ No out-of- state travel is allowed, and overnight travel is anticipated to be limited. 
□ Food reimbursement is limited to the per diem rates allowed by the State of 

Maryland, see https://dbm.maryland.gov/Pages/MealTipReimbursement.aspx. 
• Training: costs associated with training that is directly related to navigator program 

activities such as acquisition of a trainer or training for specific content, venue and food 
costs associated with a training day, or attendance at ACA enrollment-related meetings or 
conferences.  Agenda and attendance list must accompany invoice documentation.  Prior 
approval from MHBE is required if the cost of event is over $100 pp /day including meal.  

• Marketing:  Costs associated with purchase/production, printing, and distribution of 
materials to promote enrollment (materials must include Maryland Health Connection 
name and logo); costs associated with outreach activities and enrollment events; 
membership fees to related organizations 

• Office supplies:  Costs for supplies needed for copying, postage, operation of equipment 
associated with program activities. 

• Other direct costs:  Costs included in “Other” must be related to program activities and 
accompanied by an explicit description.  Examples of “Other” direct costs include 

https://dbm.maryland.gov/Pages/MealTipReimbursement.aspx
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background checks, Sign Language interpretation, scheduling/ reporting software, 
security equipment. 

Indirect Costs:  Prime entities must limit indirect costs to 15% of total expenditures.  When 
submitting monthly invoices, indirect cost line item may not exceed 15% of charged expenses.  
Indirect costs include costs that are not directly associated with enrollment activities, yet 
contribute to the support of the program such as compliance, fiscal, legal, executive and 
administrative staff who participate at less than 50%, as well as any pro-rated rent, phone and 
utilities for non-dedicated locations. A delineation of what is contained in indirect costs must be 
included in the “Narrative/ Description/ Justification” section of the budget template. (updated 
for FY 2021) 
 

Backup documentation 
Backup documentation is required for each direct cost expense. Include a vendor invoice or credit 
card statement prominently showing the paid amount.  If the documentation shows a different 
amount than is being charged to the grant, please label the page with the amount being charged 
with a brief rationale, i.e. split between programs.  Each documentation page is to be labeled with 
the budget line item at the top of the page.  To aid in the review of invoices, please provide a 
detailed summary sheet which shows the individual charges under each line item.  Backup 
documentation is not required for indirect costs. 
 
Salary and Fringe Documentation 
For salary/ fringe documentation, a report from an official payroll system is preferred.  At a 
minimum, documentation should include a report that includes the names of the personnel 
supported, and the amounts that add to the total charged for the line item.  If providing a report 
that lists other personnel, clearly indicate which figures are included in the total and how the total 
was arrived at.  If the payroll documentation extends over more than the month, please provide 
reconciling documentation to explain how the payroll reports support the amounts invoiced to 
MHBE, i.e. the adding and subtracting of accrued amount. 
 
When transferring payroll information, please use appropriate administrative, technical and 
physical safeguards to protect the privacy of Personally Identifiable Information (“PII”) including 
storing and transferring electronic PII in encrypted format.   
 
Training Costs Documentation  
Venue and food costs associated with a navigator training day may be submitted for direct cost 
reimbursement if the training content is related to navigator activities.  When submitting invoices 
involving training costs, documentation should include the training program/ agenda and a list of 
attendees.  If the cost of event is over $100 pp /day including meal, CEs must have prior approval 
from MHBE.  
 
Travel Costs Documentation  
When submitting for reimbursement of travel costs, one meal for staff will be covered if working 
greater than 4 hours without a break, such as during an enrollment event, or attending an off-site 
meeting. Food receipts must have corresponding dates to be eligible for reimbursement. Food 
reimbursement is limited to the per diem rates allowed by the State of Maryland, see 
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https://dbm.maryland.gov/Pages/MealTipReimbursement.aspx. Alcoholic beverages are not 
covered.   
 
Marketing Costs  
Marketing costs may include purchase of items necessary for outreach event tabling (extension 
cords, tents, chairs), purchase of additional MHC-branded giveaways, MHC-branded clothing/ 
gear, and purchase of MHC-branded flags, tablecloths, etc.  Items which are branded with 
something other than MHC are not eligible for reimbursement. Co-branded materials should be 
approved by MHBE prior to purchase. Gift cards are not eligible for reimbursement.  
 

C. Performance Monitoring and Quarterly Reports 
 

Connector Entities will be required to submit quarterly reports which track project status, partner 
engagement, outreach efforts, customer satisfaction and referrals to MIA and HEAU.  If the 
organization has been awarded a grant for more than one region, reports must be submitted 
separately for each region.  Quarterly reports will be due 30 days after the end of the quarter.  
Quarters end on September 30th, December 31st, March 31st, and June 30th of each fiscal year.  
 
1. Program-Related Metrics 
Connector Entities will report on the following program-related activities on a quarterly basis:  

• Involvement with partners 
• Interaction with health insurance brokers 
• Interaction with ACSEs 
• Interaction with each of the region’s Local Health Departments and local departments of 

Social Services 
• Number of calls received by CE during the quarter 
• Number of appointments scheduled by CE during the quarter 
• Number of group presentations made by CE staff during the quarter 
• Description of meetings/calls held jointly with local MCHP caseworkers by CE during the 

quarter 
• Name and readership of print outlets where CE placed an ad 
• Radio outlets utilized 
• Digital outlets utilized 
• Number of face-to-face encounters by a certified navigator for general information/ health 

insurance decision support 
• Number of face-to-face encounters by a certified navigator where a new application was 

begun, but could not be completed 
• Number of face-to-face encounters by a certified navigator resulting in a submitted 

application 
• Number of face-to-face encounters by a certified navigator for assistance involving the 

HBX or other system, but eligibility was not (re) determined 
• Number of referrals to MIA by CE during the quarter 
• Number of referrals to HEAU by CE during the quarter 

https://dbm.maryland.gov/Pages/MealTipReimbursement.aspx
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2. Customer Satisfaction Metrics 
Connector Entities will report on the following Customer Satisfaction indices collected using a 
confidential survey tool: 

• How satisfied are you with the help you got from the navigator? 

Very Satisfied  Satisfied Neutral NOT Satisfied  Not Sure 
 

• Was the information presented by the navigator CLEAR? 

Very Clear  Clear  Neutral NOT Clear  Not Sure 
 

• Do you understand health coverage BETTER after talking with a navigator? 

Definitely YES Yes, somewhat better  Neutral No Not Sure 
 

• Do you think you will be returning for more help from a navigator? 

Definitely YES Yes, I will probably return Neutral  NOT Returning     Not Sure 
 
Question at the discretion of the CE: 

• How did you hear about in-person help with a navigator? 

□ Word of mouth/ friend/ relative 
□ MHC call center 
□ Searching the internet 
□ MarylandHealthConnection.gov 
□ Government agency 
□ Radio/TV/newspaper/media 
□ I’m a repeat customer 
□ Other __________________ 
 
3. Standardized Assessment of Navigators 
During FY 2020, MHBE began an initiative to standardize the assessment of certified navigators. 

The goal of this initiative is to ensure the high quality of navigator skills across the regions.  The 

initiative will be continued in FY 2021.  In the initial phase which takes place in January, MHBE 

distributes an online self-assessment for each certified navigator to complete.  In the second 

phase, MHBE provides the opportunity for the navigator’s program supervisor to assess the 

navigator’s score on the same questions though an online questionnaire. All results are shared 
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with the CE.  The aim of this initiative is to ask the same questions and use the same criteria to 

assess navigators across all CEs -- prime and partners, funded or unfunded, self-assessment or 

supervisor assessment. 

 
 

D. Use and Disposal of Real or Personal Property/ Equipment  

The Grantee shall ensure that real or personal property or equipment purchased under this 
Grant is used solely for the purposes of the Grant. The Grantee shall keep an inventory of all 
such purchases, and such inventory shall be made available for inspection by the MHBE 
upon request.  

Disposal of Real or Personal Property/Equipment. The Grantee may not sell, lease, exchange, 
give away, or otherwise transfer or dispose of real or personal property or equipment, or any 
part of or interest in real or personal property or equipment, acquired with Grant funds 
without the prior written consent of the MHBE. This includes transfer or disposition to a 
successor on the merger, dissolution, or other termination of the existence of the Grantee. 
The Grantee shall give the MHBE written notice at least 15 calendar days before any 
proposed transfer or disposition. Any proceeds from a permitted transfer or disposition shall 
be applied to repay to the MHBE a percentage of that portion of the Grant allocable to the 
particular real or personal property transferred or disposed of, unless the MHBE and the 
Grantee agree to other terms and conditions pursuant to a written amendment to this 
Agreement. The percentage shall be equal to the percentage of the unadjusted basis of the 
property that would remain if the property had been recovery property placed in service after 
December 31, 1980 and if all allowable deductions had been taken up to the time of 
disposition under the Accelerated Cost Recovery System (ACRS) specified in the United 
States Internal Revenue Code, Section 168(b)(l). 

 

E.  Conflict of Interest Requirements for Connector Entity Organizations 
Connector Entities (including all partners and sub-grantees) are required to disclose to the 
MHBE any relationship they believe may be or may appear to be a potential conflict of 
interest. Specifically, entities must disclose all business relationships with carriers, even if 
those relationships are unrelated to plan enrollment and navigator, assister or other non-
navigator personnel functions. Not all relationships with carriers will disqualify an 
organization from becoming a connector entity or retaining their entity status.  
 
Examples of activities that must be reported but are potentially permissible include: 
 

● A provider group that is “in network” with only select qualified health plans 
wants to partner with a navigator entity to support enrollment efforts 
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● A community-based organization that is a connector entity enters into a 

partnership with a Medicaid managed care organization to do awareness of disease 
management programs 
 

F.  Financial Statements of the Organization 
The prime Connector Entity organization must provide the MHBE with audited financial 
statements including qualified/unqualified opinion with comments for any year in which 
MHBE Grant funds are received. The Grantee must obtain the results of an independent audit 
of its use of programmatic funds no later than nine months after the conclusion of the fiscal 
year in which it used those funds and share the results with MHBE.  The threshold for an 
organization to be subject to an A-133 audit is $750,000 of total Federal funds. 
 
 
V.   REQUIRED AGREEMENTS AND ATTESTATIONS 

Prior to the start of each fiscal year, Connector Entities shall complete and submit the Grant 
Agreement and all attestations and attachments as appropriate: 
 

A. The FY 2021 Connector Program Grant Agreement 
The agreement itself details the requirements of and restrictions on the use of grant funds. 

B. The Connector Entity Non-Exchange Entity Agreement (NEEA). See Attachment F. 
The Non-Exchange Entity agreement establishes terms to ensure the confidentiality, 
privacy and security of Personally Identifiable Information (PII) that is necessarily used 
by staff affiliated with the MHBE Connector Program.  Connector Entity staff may only 
use or disclose PII as necessary to perform the services set forth in the Underlying 
Agreement or as required by law. 
 

C. The Connector Entity NEEA Partner Addendum. See Attachment G.  For FY 2021, each 
partner entity that has signed the Partnership of Entities LOI will be required to sign an 
addendum to the Non-Exchange Entity Agreement.  To summarize, the addendum states 
that the partner entity shall abide by the terms and conditions of the Connector Entity 
NEEA in the same manner, and to the same degree, as if it were the Prime Entity. 
 

D. The Federal Funds Requirements and Restrictions 
Certification against lobbying, disclosure of lobbying activities, certification regarding 
environmental tobacco smoke, non-discrimination 

 
E. The Partnership of Entities Letter of Intent, fully executed by Grantee and all                                    

Connector Entity partners (if applicable) 
Organizations who agree to be a member of the Partnership of Entities will be subject to 
the same the terms and conditions of the contract between the MHBE and the prime 
entity and will be subject to regulatory oversight by the MIA.  



47 
 
 

 

F. The Grantee’s Conflict of Interest Disclosure and Attestation 
Connector Entities and Individual Exchange navigators are prohibited receiving any 
compensation, directly or indirectly from a carrier, insurance producer or a third- party 
administrator or from any MCO that participates in Medicaid in connection with 
enrollment of individuals into a QHP or into Medicaid/MCHP.  Connector Entities (and 
partners who are members of the Partnership of Entities) are required to disclose to the 
MHBE any relationship they believe may be or may appear to be a potential conflict of 
interest. Specifically, entities must disclose all business relationships with carriers, even 
if those relationships are unrelated to plan enrollment and personnel functions.  Not all 
relationships with carriers will disqualify an organization from becoming a connector 
entity or retaining their entity status. 
 

G. Conflict of Interest and Disclosure Attestations executed by all Connector Entity 
Partners, as listed in the Partnership of Entities Letter of Intent. 
 

VI. Connector Entity Compliance Program 
 

A. Connector Entity Compliance Program  
The MHBE has established a Compliance program to ensure that services are provided 
with the highest level of ethical, business and legal standards.  In furtherance of 
promoting public trust, MHBE collaborates with a variety of State agencies and 
stakeholders to create an effective program to detect and prevent fraud, waste and abuse 
and to promote compliance with applicable State and federal regulations. Connector 
Entities, as well as their employees, partners and third party vendors, have the 
responsibility to act with integrity, honesty and transparency.  To these ends, Connector 
Entities are expected to implement compliance practices which: 
 
• Create an Oversight Structure and Culture that promotes compliance  
• Establish Standards and Procedures to Promote Compliance 
• Exercise Due Diligence in the Hiring Process to not hire employees who have 

criminal backgrounds or have been excluded from participating in federally funded 
programs 

• Provide Compliance Awareness Education and Training 
• Provide a Mechanism for staff to report waste, fraud or abuse 
• Audit, Monitor and Evaluate Program Effectiveness 
• Reinforce Compliance through incentives for positive behavior and disciplinary 

actions for non-compliance  
• Perform Risk Assessments to Mitigate Risk of non-compliance with privacy, IT 

Security, breach notification, as well as fraud, waste and abuse requirements. 
 

The MHBE’s Chief Compliance Officer and/or designee(s) will conduct on-site surveys 
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to ensure Connector Entities have policies, procedures and practices that comply with 
contractual requirements, including adherence to applicable State and federal regulations.  
On-site surveys will be conducted on an annual basis and may be more frequent, at the 
discretion of the MHBE.   
 
The two-page table (Table 1) entitled “EFFECTIVE COMPLIANCE PRACTICES FOR 
CONNECTOR ENTITIES” at the end of this document contains a list of policies, 
procedures and practices that promote compliance with privacy, IT Security, breach 
notification and fraud, waste and abuse requirements.  This document has been sent to 
each Connector Entity, and will serve as a starting point for the survey checklist.   
 
If areas of non-compliance are found during survey, Connector Entities will be asked to 
create, submit and implement corrective action plans with measureable objectives and 
timeframes for successful completion.  The corrective action plan must be submitted to 
the Chief Compliance Officer within 10 days and implemented within 30 days of receipt 
of a deficient survey report.  Effective implementation of the corrective action plan will 
be a focus of any follow up on-site surveys. 

 
B. Consent for Navigator In-Person Assistance with on-line enrollment 

See Attachment B, “Model Consent form for Navigator In-Person Assistance with on-
line enrollment” contains language developed by MHBE that the CEs are to adapt and 
incorporate into their intake procedures for the purposes of obtaining consent from the 
consumer to establish an account on the HBX.  It serves to assure the consumer that their 
password and other account security information will not be kept or shared.  The form is 
designed to protect organizations and individuals who perform in-person assistance from 
challenges by the consumer related to account security.  NOTE:  a consent form to be 
used for Navigator phone assistance during the Coronavirus State of Emergency 
was developed by MHBE and distributed to the Connector Entities. 
 

C. Reporting of disclosure of PII to MHBE 
Connector Entity shall report to MHBE any use or disclosure of PII not permitted by the 
Non-Exchange Entity Agreement or required by law, including any Breaches of PII of 
which it becomes aware.  Connector Entity further agrees to report to MHBE any 
Incident of which it becomes aware without unreasonable delay, and in no case later than 
five (5) calendar days after the Incident.  Further, Connector Entity shall report all 
suspected or confirmed Incidents involving loss or suspected loss of PII to MHBE within 
one (1) hour of discovery.   
 
If the use or disclosure amounts to a Breach of Unsecured PII, the Connector Entity shall 
ensure its report: 
 

a. Is made to MHBE without unreasonable delay and in no case later than fifteen 
(15) calendar days after the Incident constituting the Breach is first known, except 
where a law enforcement official determines that a notification would impede a 
criminal investigation or cause damage to national security.  For the avoidance of 
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doubt, Connector Entity must notify MHBE of an incident involving the acquisition, 
access, use or disclosure of PII in a manner not permitted under 45 C.F.R. § 155.260 
or this Agreement within five (5) calendar days after an Incident even if Connector 
Entity has not conclusively determined within that time that the Incident constitutes 
a Breach as defined by this Agreement; 
 
b. Includes the names of the individuals whose unsecured PII has been, or is 
reasonably believed to have been, the subject of a Breach; 
 
c. Is in substantially the same form as Attachment A attached hereto; and 
 
d. Includes a draft letter for MHBE to review and approve prior to Connector 
Entity’s notification of the affected individuals that their unsecured PII has been, or 
is reasonably believed to have been, the subject of a Breach.  The notification must 
include, to the extent possible: 

i) A brief description of what happened, including the date of the Breach and the date 
of the discovery of the Breach, if known; 

ii) The types of Unsecured PII that were involved in the Breach (such as full name, 
Social Security number, date of birth, home address, account number, or other types 
of information that were involved); 

iii) Any steps the affected individuals should take to protect themselves from 
potential harm resulting from the Breach; 

iv)  The toll-free telephone numbers and addresses for the major consumer reporting 
agencies; 

v) The toll-free telephone numbers, addresses and web site addresses for (1) the 
Federal Trade Commission; and (2) the Maryland Office of the Attorney General; 

vi) A brief description of what MHBE and the Connector Entity are doing to 
investigate the Breach, to mitigate losses, and to protect against any further 
Breaches; and vii) Contact procedures for the affected individuals to ask questions 
or learn additional information, which shall include a telephone number, toll-free 
telephone number if one is maintained and postal address and may include an email 
address and web-site address. 

 
The Connector Entity shall ensure that any subcontractors or agents that create, receive, 
maintain, or transmit PII on behalf of Connector Entity agree to the same restrictions, 
conditions and requirements that apply to Connector Entity with respect to such 
information. 
 

D. Section 1557 Compliance 

Section 1557 is the provision in the ACA which prohibits discrimination on the basis of race, 
color, national origin, gender, age, or disability in certain health programs and activities, and 
extends protections to individuals participating in U.S. Department of Health and Human 
Services (HHS) funded or administered programs including health insurance marketplaces. 
The full text of the final rule implementing Section 1557 can be found here: 
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https://www.federalregister.gov/documents/2016/05/18/2016-11458/nondiscrimination-in-
health-programs-and-activities 
Connector Entities are subject to Section 1557 Compliance. CEs which are part of a separate 
governmental unit will follow their own agency guidelines in implementing the requirements.  
Other CEs may be in organizations which administer multiple programs with applicable 
funds subject to Section 1557 compliance.  Regardless, MHBE will need to verify that each 
CE has the appropriate processes in place as part of our grant monitoring activities.  
 
This is what you need for compliance, effective October 16, 2016: 
1) On websites and in physical locations, the requirement is to have a tagline describing 
language access for LEPs translated into 15 languages.  The phone number included in the 
tagline should be whatever number the consumer in your region will use to access Language 
Link.  You may use the CSC number, or use your own number if you have more direct 
access.  Your final document should be posted in an easily accessible place on your website 
and at any of your physical locations. 
2) On any small marketing materials you have printed (brochures, posters, etc.), the short 
non-discrimination clause must be included, translated into Spanish and Mandarin.  You may 
continue to distribute already printed materials until they are exhausted, but any new 
materials must include the statements. 
3) Designate someone in your organization as the Civil Rights Coordinator. 
4) Establish a grievance procedure for any consumer who has a Sec. 1557 complaint, i.e., 
who they will contact, how, how the incident will be recorded, tracked, investigated, 
responded to, how resolution will be determined and implemented, etc. 
5) Prepare and post on your websites and in public places where you work with consumers a 
Nondiscrimination and Accessibility Requirements Notice, which will include the contact 
information for your Civil Rights Coordinator and how a complaint can be made directly to 
the federal department of Health and Human Services.    
6) Track any complaints received, actions taken, resolution or disposition, and report this 
information to the MHBE. 

  

https://www.federalregister.gov/documents/2016/05/18/2016-11458/nondiscrimination-in-health-programs-and-activities
https://www.federalregister.gov/documents/2016/05/18/2016-11458/nondiscrimination-in-health-programs-and-activities
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Table 1: EFFECTIVE COMPLIANCE PRACTICES FOR CONNECTOR ENTITIES 
Implement Policies and Procedures that address, but are not limited to: 
 

Fraud, Waste and Abuse 

Code of Conduct 
Monitoring and internal auditing to ensure consistent adherence to compliance with applicable 
regulations and principles and implementation of a Training Program containing, but not limited to, 
privacy, IT Security, breach notification, confidentiality and Code of Conduct as well as Fraud, Waste 
and Abuse requirements, reporting and sanctions. 
Reporting mechanisms to include non-retaliation 

Sanctions for non-compliance  

Privacy  

Consumer/Legal Advocate’s right to inspect and Amend Personally Identifiable Information (PII)  
Open and transparent policies, procedures, and technologies that affect consumers’ PII  
Consumer opportunity and capability to make informed decisions about collection, use and disclosure 
of PII 
Collection, use and disclosure of PII 
Data integrity and quality 
Operational, administrative, technical and physical safeguard to protect PII 
Privacy Officer position with documented responsibilities 
Privacy and/or IT Security Breach Handling and Notification  
Restriction on the sale of or remuneration for PII  
Document Retention (10 years) and secure destruction or disposition of documents containing PII 
Process for consumer’s filing complaints 

IT Security 
Administrative Controls 

Name Security Official and Responsibilities 
Review Security System Activity – Identify types of user activity, Review records of information 
system activity, such as audit logs and security incident tracking reports 
Authorize Access PII and Prevent Access Policy and Procedure 
Security Training with Security Reminders 
Protect Computer Systems from viruses and malicious software 
Monitor and report unsuccessful log-in attempts 
Password management procedures 
Data Backup procedure 
Recover Lost Data (Disaster Recovery Plan) 
Testing and Revision of Contingency in event of computer system failure 
Conduct Security Evaluation 
Determine software applications on workstations 

Physical Controls 
Procedures governing receipt and removal of software 
Designate individual responsible for receipt and removal of PII 
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Routinely Backup information technology systems 
Technical Controls 

Unique User identification 
Automatic Logoff 
Encryption  
Security Assessment Review 
Installation of Firewall 
Person Authentication (password) 
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Attachment A 
 

 

MHBE NOTIFICATION OF ACTUAL OR POTENTIAL 
PRIVACY – IT SECURITY INCIDENT REPORT 

 
(FORM) MHBE Notification of Privacy-IT Security Incident Report    
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MHBE NOTIFICATION OF ACTUAL OR POTENTIAL 

PRIVACY – IT SECURITY INCIDENT REPORT 

Date Reported to MHBE: ___________________ 

This notification is made pursuant the Non-Exchange Entity Agreement between the MARYLAND 

HEALTH BENEFIT EXCHANGE, a public corporation and independent unit of State government 

(“MHBE”) and reporting agency  ___________________________________________________     

(“Insert Non-Exchange Entity name”).  Non-Exchange Entity hereby notifies MHBE that there has been 

an actual or potential breach of unsecured personally identifiable information (“PII”) that Non-Exchange 

Entity has used or has had access to under the terms of the Non-Exchange Entity Agreement.  Please 

provide as much detail as possible. 

1) Description of the breach:  

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

2) Were documents inappropriately loaded into wrong account?    �  Yes      � No  

If “yes,” in wrong account, Full Name of Account Owner:       

_____________________________________________________________________________________ 

(First)                                              (Middle)                        (Last)   

Application ID ____________________________ Document ID(s) _____________________________  

3) Was breach identified from work list or in application while assisting a customer?  �  Yes   � No  

4) Date of discovery of the breach: ___________________ Date of the breach: ____________________  

5) Does the breach involve 500 or more individuals?  Yes/No 

6) Number of individuals “affected” (read: Number whose PII was exposed) by the breach:  __________ 

7) Name(s) of individuals “affected” by the breach (read: whose PII was expose): (attach list if over 5)   

1. _________________________________________     Application ID___________________________ 

2. __________________________________________   Application ID___________________________ 

3. __________________________________________    Application ID___________________________  

4. __________________________________________    Application ID___________________________ 

5.__________________________________________    Application ID___________________________ 

(Please Complete Other Side) 

8) For each “affected” individual, explicitly list the types of unsecured PII that were involved in the 

breach (such as “full name”, “Social Security number”, “date of birth”, “Medicaid number”, “home 

address”, “account number”, “passport number,” or other number. (Please refrain from simply identifying 
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the type of document): 

Name(s) of “Affected” Party  Document ID #            Types of PII 

1. ____________________________________   _____________ ________________________________ 

2.____________________________________   _____________ ________________________________ 

3.____________________________________   _____________ ________________________________ 

4.____________________________________   _____________ ________________________________ 

5.____________________________________   _____________ ________________________________ 

9) Was breach caused by reporting entity?     �  Yes      � No 

If “yes,” Description of what Non-Exchange Entity is doing to investigate the breach, to mitigate losses, 

and to protect against any further breaches: 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

10) Contact information to ask questions or learn additional information: 

Name: ________________________________________________________________________ 

Title: ________________________________________________________________________ 

Address:  ________________________________________________________________________ 

________________________________________________________________________ 

Email Address: ________________________________________________________________________ 

Phone Number: ________________________________________________________________________ 

Please securely email completed form to mhbeincident.report@maryland.gov or call Cat 

Pañgilinan, MHBE Chief Compliance Officer, at 410-547-1838, if you have any questions.  Thank You! 

(FORM) MHBE Notification of Privacy-IT Security Incident Report 2019-04-15 
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Attachment B 

Model Consent form for Navigator In-Person 
Assistance with on-line enrollment 

[English and Spanish] 
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Model Consent form for Navigator In-Person Assistance with on-line enrollment 
Maryland Health Connection 

 
Name of Connector Entity Organization: ______________________ Location: _________________ 
Name of Navigator: __________________________ Navigator Certification Number: ____________ 
 
 _____  I understand that the enrollment process involves the creation of an on-line account with 
Maryland Health Connection.  
_____  I hereby consent to the person/ entity named above to: 

• provide assistance to me in establishing and/or accessing an account with Maryland 
Health Connection, including assistance with password change or reset; 

• help me complete my application for health coverage, or make a change to an existing 
application in Maryland Health Connection; 

• assist me with documentation upload into Maryland Health Connection; 
• inform me and/or my authorized representative about the full range of health coverage 

options and insurance affordability programs for which I am eligible; 
• help me enroll in a Qualified Health Plan or an insurance affordability program for which 

I’m eligible, and, 
• contact me in the case where additional information is needed for my application. 

_____  I understand that it is the responsibility of the above named navigator/ entity to inform me of 
any possible conflicts of interest they might have. 
_____  I understand that the above named navigator/ entity is required to act in my best interest, and 
will not charge me a fee for any assistance provided. 
_____  I understand that the above named navigator/ entity cannot provide tax or legal advice and is not 
acting as a tax adviser or attorney when providing assistance. 
_____  I understand that the Navigator and Connector Entity named above will follow privacy and 
information security standards when creating, collecting, disclosing, accessing, maintaining, storing, 
and/or using my Personally Identifiable Information (PII) and/or the PII of my authorized representative. 
______ I understand that I may contact the person/ entity named above at any time to revoke this 
authorization 
 
Signature of Consumer/Consumer’s Authorized Representative  
 
PLEASE PRINT NAME  
 
Date 
 
[Application ID] 
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ESPANOL 
Formulario modelo de consentimiento para la asistencia en persona de un Navegador para la inscripción 

en línea / Maryland Health Connection 
 

Nombre de la Organización de la Entidad Conectora: ____________________  Ubicación: ___________ 
Nombre del Navegador: __________________ Número de Certificación del Navegador: _____________ 
 

_____  Entiendo que el proceso de inscripción implica la creación de una cuenta en línea con Maryland Health 
Connection. 

_____  Por la presente, doy mi consentimiento a la persona o entidad nombrada anteriormente para que: 

• Me brinde asistencia para establecer y/o acceder a una cuenta de Maryland Health Connection, 
incluyendo asistencia para cambiar o restablecer la contraseña.  

• Ayudarme a completar mi solicitud de cobertura de salud, o hacer un cambio a una aplicación 
existente en Maryland Health Connection. 

• Me ayude  a cargar la documentación en Maryland Health Connection. 
• Informarme a mí y/o a mi representante autorizado sobre la gama completa de opciones de 

cobertura de salud y programas de asequibilidad de seguros para los cuales soy elegible. 
• Ayudarme a inscribirme en un Plan de Salud Calificado o en un programa de asequibilidad de 

seguros para el cual soy elegible, y, 
• Contactarme en el caso que se necesite información adicional en mi solicitud. 

_____  Entiendo que es responsabilidad del Navegador o la entidad anteriormente mencionada informarme de 
los posibles conflictos de interés que puedan tener. 

_____  Entiendo que el Navegador o la entidad nombrada arriba deben  actuar en mi mejor interés y no me 
cobrarán honorario alguno por la ayuda prestada.  

 _____ Entiendo que ni el Navegador ni la entidad nombrados arriba pueden proporcionar asesoramiento 
tributario o legal y no actúan como asesor tributario o abogado al proporcionar asistencia. 

_____  Entiendo que el Navegador y la Entidad Conectora nombrados arriba seguirán los estándares de 
privacidad y seguridad de la información al crear, recopilar, divulgar, acceder, mantener, almacenar y/o 
usar mi información de identificación personal (PII) y/o la de mi representante autorizado. 

_____  Entendido que puedo contactar a la persona o entidad mencionadas arriba en cualquier momento para 
revocar esta autorización. 
 
Firma del consumidor o del representante autorizado del consumidor 
 
POR ESCRIBA SU NOMBRE CON LETRA DE IMPRENTA  
 
Fecha 
 
[Identificación de la aplicación] 
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Attachment C 
Individual Navigator Attestations 

(includes Federal and State requirements) 
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Certified Navigator Attestations 
 
Requirements under Federal Law 
Code of Federal Regulations Title 45 §§ 155.210 & 155.260 
 
The undersigned (“Attestor”), as a Certified Navigator, hereby attests that: 
 
1. The Attestor: 

i. is not and will not be a health insurance issuer or issuer of stop loss insurance; 
ii. is not and will not be a subsidiary of a health insurance issuer or issuer of stop loss 

insurance; 
iii. is not and will not be an association that includes members of, or lobbies on behalf of, the 

insurance industry; and 
iv. is not receiving and will not receive any consideration directly or indirectly from any 

health insurance issuer or issuer of stop loss insurance in connection with the enrollment 
of any individuals or employees in a QHP or a non-QHP. [45 CFR §155.210(d)] 

 
2. The Attestor has disclosed, to the MHBE Chief Compliance Officer and the Connector Entity 

with which the Attestor is employed or engaged, any relationship the Attestor believes may 
be, or may appear to be, an actual or potential conflict of interest with a carrier, insurance 
producer, Third Party Administrator, Medicaid Managed Care Organization, or other 
organization offering health insurance. [See 45 CFR §155.210(b)(1)] 

 
3. The Attestor will disclose to the MHBE and, in plain language, to each consumer who 

receives application assistance from the Certified Navigator: 
i. any lines of insurance business not covered by the restrictions on participation and 

prohibitions on conduct in 45 CFR §155.210(d) that the Navigator intends to sell while 
carrying out consumer assistance functions; 

ii. any existing employment relationships, and any former employment relationships within 
the last 5 years, with any health insurance issuers or issuers of stop loss insurance, or 
subsidiaries of health insurance issuers or issuers of stop loss insurance, including any 
existing employment relationships between a spouse or domestic partner and any health 
insurance issuers or issuers of stop loss insurance, or subsidiaries of health insurance 
issuers or issuers of stop loss insurance; and 

iii. any existing or anticipated financial, business, or contractual relationships with any 
health insurance issuers or issuers of stop loss insurance, or subsidiaries of health 
insurance issuers or issuers of stop loss insurance. [See 45 CFR §155.210(d)(1)-(4)] 
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4. Should an actual or potential conflict of interest arise after the date of this Attestation, the 
Attestor will immediately make a full disclosure, in writing, to the MHBE Chief 
Compliance Officer and the Connector Entity with which the Attestor is employed or 
engaged, of all relevant facts and circumstances, including a description of actions the 
Certified Navigator has taken to avoid, mitigate, or neutralize the actual or potential conflict 
of interest.  

 
5. The Attestor will follow MHBE requirements to: 

i. register and complete MHBE Navigator training; 
ii. complete and achieve a passing score on all approved certification examinations prior to 

carrying out in-person assistance activities; and 
iii. complete any annual training required by the MHBE in the time period specified by 

MHBE. [See 45 CFR §155.210(b)(2)] 
 

6. The Attestor will not charge any applicant or enrollee, or request or receive any form of 
remuneration from or on behalf of an individual applicant or enrollee, for application or other 
assistance related to Navigator duties. [45 CFR §155.210(d)(5)] 
 

7. The Attestor will not provide, to an applicant or potential enrollee, gifts of any value as an 
inducement for enrollment. Any gifts provided to applicants and potential enrollees for 
purposes other than as an inducement for enrollment will not exceed nominal value, either 
individually or in the aggregate, when provided to that individual during a single encounter. 
[45 CFR §155.210(d)(6)] 

NOTE: The term “gifts” includes gift items, gift cards, cash cards, cash, and promotional 
items that market or promote the products or services of a third party, but does not 
include the reimbursement of legitimate expenses incurred by a consumer in an effort to 
receive Exchange application assistance, such as travel or postage expenses. 

 
8. The Attestor will not use Exchange funds to purchase gifts, gift cards, or promotional items 

that market or promote the products or services of a third party that would be provided to any 
applicant or potential enrollee. [45 CFR §155.210(d)(7)]  

 
9. The Attestor will not solicit any consumer for application or enrollment assistance by going 

door-to-door or through other unsolicited means of direct contact, including calling a 
consumer to provide application or enrollment assistance without the consumer initiating the 
contact, unless the individual has a pre-existing relationship with the Individual Navigator or 
Navigator Entity and all applicable State and Federal laws are otherwise complied with. 
Outreach and education activities may be conducted by going door-to-door or through other 
unsolicited means of direct contact, including calling a consumer. [45 CFR §155.210(d)(8)] 

 
10. The Attestor will not initiate any telephone call to a consumer using an automatic telephone 

dialing system or an artificial or prerecorded voice, except in cases where the individual 
Navigator or Navigator entity has a relationship with the consumer and all applicable State 
and Federal laws are otherwise complied with. [45 CFR §155.210(d)(9)] 
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11. The Attestor has reviewed the privacy and security standards under 45 CFR §155.260 and 
will comply with all applicable requirements, including the requirement that Personally 
Identifiable Information (PII) be protected with reasonable operational, administrative, 
technical, and physical safeguards to ensure its confidentiality, integrity, and availability, and 
to prevent unauthorized or inappropriate access, use, or disclosure. [45 CFR 
§155.260(a)(3)(vii)] 
 

 
Requirements under Maryland State Law 
Maryland Insurance Code Annotated § 31-113 
 
The undersigned (“Attestor”), as an Individual Exchange Navigator, hereby attests that: 
 
12. Attestor will complete and comply with all current and future training requirements established by the 

Maryland Health Benefit Exchange. [Md. Ins. Code Ann. §§ 31-113(h)(1) & (j)(2)(iii)] 
 

13. Attestor will comply with all applicable requirements of the Department of Health and Mental 
Hygiene. [Md. Ins. Code Ann. Ins. §§ 31-113(h)(1) & (j)(2)(iv)] 

 
14. Attestor will comply with all State and federal laws, regulations, and policies governing the Maryland 

Medical Assistance Program and the Maryland Children’s Health Program. [Md. Ins. Code Ann. § 31-
113(h)(8)] 

 
15. Attestor will be employed or engaged by a Connector Entity or by the Exchange at all times while 

providing assistance as an Individual Exchange Navigator. [Md. Ins. Code Ann. § 31-113(h)(4)] 
 
16. Attestor will only receive compensation for health insurance program enrollment activities from a 

Connector Entity or the Exchange and not from a carrier or an insurance producer. [Md. Ins. Code 
Ann. § (31-113(h)(5)]  

 
17. Attestor will not receive compensation, directly or indirectly, from: 

i. a carrier, an insurance producer, or a Third-Party Administrator in connection with the enrollment 
of a qualified individual in a Qualified Health Plan (QHP); or  

ii. a managed care organization that participates in the Maryland Medical Assistance Program in 
connection with the enrollment of an individual in the Maryland Medical Assistance Program or 
the Maryland Children’s Health Program. [Md. Ins. Code Ann. § 31-113(h)(6)] 

 
18. Attestor will not provide any information or services related to health benefit plans or other products 

not offered in the Exchange, except for general information about the insurance market outside the 
Exchange, which shall be limited to the information provided in a consumer education document 
developed by the Exchange and the Commissioner of the Maryland Insurance Administration. [Md. 
Ins. Code Ann. §§ 31-113(f)(8)(i) & (h)(7)] 

 
19. Attestor will refer any inquiries about health benefit plans or products not offered in the Exchange to 

any resources that may be maintained by the Exchange or to carriers and licensed insurance 
producers, as appropriate. [Md. Ins. Code Ann. §§ 31-113(f)(8)(ii) & (h)(7)] 

 
20. Attestor will, on contact with an individual who acknowledges having existing health insurance 

coverage obtained through an insurance producer, refer the individual back to the insurance producer 
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for information and services unless: 
i. the individual is eligible for but has not obtained a federal premium subsidy and/or cost–sharing 

assistance available only through the Individual Exchange;  
ii. the individual’s insurance producer is not authorized to sell Qualified Plans in the Individual 

Exchange; or  
iii. the individual would prefer not to seek further assistance from the individual’s insurance 

producer. [Md. Ins. Code Ann. §§ 31-113(f)(8)(iii) and (h)(7)] 
21. The Attestor either: 

i. is not licensed as a health insurance producer in Maryland; or  
ii. is a licensed health insurer producer in Maryland and sufficiently demonstrates to the MHBE 

Chief Compliance Officer that the Attestor has made a written request to the Maryland Insurance 
Commissioner to suspend the Attestor’s producer license for the time during which they are a 
Certified Individual Exchange Navigator. 

 
22. Attestor will notify the Maryland Health Benefit Exchange of any changes to information that the 

applicant provides or to which the applicant attests on the Attestor’s application form within 30 days 
of such change. 

 
23. Attestor has not and will not: 

i. Willfully violate Md. Ins. Code Ann. § 31-113  or  any  regulation  adopted thereunder [Md. Ins. 
Code Ann. §§ 31- 113(l)(1)(i)]; 

ii. Intentionally misrepresent or conceal a material fact in Attestor’s application for certification 
[Md. Ins. Code Ann. § 31-113(l)(1)(ii)]; 

iii. Obtain Attestor’s license by misrepresentation, concealment, or other fraud [Md. Ins. Code Ann. § 
31- 113(l)(iii)]; 

iv. Engage in fraudulent or dishonest practices in conducting activities under Attestor’s certification 
[31-113(l)(1)(iv)]; 

v. Misappropriate, convert, or unlawfully withhold money in conducting activities under Attestor’s 
certification [Md. Ins. Code Ann. § 31-113(l)(1)(v)]; 

vi. Fail or refuse to pay over on demand money that belongs to a person entitled to the money; [Md. 
Ins. Code Ann. § 31-113(l)(1)(vi)]; 

vii. Willfully and materially misrepresent the provisions of a Qualified Plan [Md. Ins. Code Ann. § 
31-113(l)(vii)]; 

viii. Be  convicted  of  a  felony,  a  crime  of  moral  turpitude,  or  any  criminal  offense involving 
dishonesty or breach of trust [Md. Ins. Code Ann. § 31-113(l)(1)(viii)], including those offenses 
enumerated under 18 U.S.C. § 1033. NOTE: Individuals who have such felony convictions may 
not engage in the business of insurance affecting interstate commerce in Maryland unless the 
individual obtains the written consent of the Insurance Commissioner [Code of Maryland 
Regulations 31.03.12.03(B)]; 

ix. Fail any examination required for the Attestor’s license or performance of services as an 
Individual Exchange Navigator [Md. Ins. Code Ann. § 31-113(l)(1)(ix)];  

x. Forge another’s name on an application for a Qualified Plan or on any other document in 
conducting activities under Attestor’s certification [Md. Ins. Code Ann. § 31-113(l)(1)(x)]; 

xi. Show  a  lack  of  trustworthiness  or  competence  to  act  as  Individual  Exchange Navigator 
[Md. Ins. Code Ann. § 31-113(l)(1)(xi)]; or 

xii. Willfully  fail  to  comply  with  or  violate  a  proper  order  or  subpoena  of  the Insurance 
Commissioner [Md. Ins. Code Ann. § 31-113(l)(1)(xii)]. 

 
Signature: 
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Print Name: 

 
 
 
Date:  
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Attachment D 
MHBE Worker Portal Access Request Form 
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Attachment E 
MHBE VPN Account Establishment Form 
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Attachment F 
Connector Entity Non-Exchange Entity Agreement for FY 2021 
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MARYLAND HEALTH BENEFIT EXCHANGE 

CONNECTOR ENTITY NON-EXCHANGE ENTITY AGREEMENT 
Non-Governmental Individual Exchange Connector Entities 

STANDARD FORM FY 2021 
 
This Non-Exchange Entity Agreement (this “Agreement”) is made between the 

Maryland Health Benefit Exchange, a public corporation and independent unit of the 
government of the State of Maryland (“MHBE”) and ________________________ 
__________________________________, (the “Non-Exchange Entity”), as of the 
Effective Date defined below.  Each of MHBE and the Non-Exchange Entity is a “Party” 
to this Agreement and shall collectively be known as the “Parties”. 

 
RECITALS 

 
WHEREAS, MHBE is a state-based exchange established pursuant to the Patient 

Protection and Affordable Care Act of 2010 (Pub. L. 111-148) as amended by the Health 
Care and Education Reconciliation Act of 2010 (Public Law No. 111-152) (together with 
regulations promulgated pursuant thereto, the “ACA”), and particularly pursuant to 45 
C.F.R. § 155.100, as well as pursuant to Title 31 of the Insurance Article of the Maryland 
Code Annotated, and 

 
WHEREAS, the Non-Exchange Entity submitted a proposal in response to that 

certain Maryland Health Benefit Exchange Request for Grant Applications: Connector 
Entity Program Grants FY 2020, RFA # 19 – 01 (the “RFA”); and 

 
WHEREAS, the Non-Exchange Entity has been notified of award and, pursuant to 

the RFA, must enter into a grant agreement setting forth the terms of the grant (the 
“Underlying Agreement”); and 

 
WHEREAS, the execution of this Agreement is required pursuant to the RFA, 

which is incorporated into the Underlying Agreement and is a part thereof; and 
 
WHEREAS, MHBE and the Non-Exchange Entity enter into this Agreement 

effective as of the effective date of the Underlying Agreement (the “Effective Date”); and 
 
WHEREAS, the relationship between MHBE and the Non-Exchange Entity set 

forth in the Underlying Agreement is expected to involve the exchange of Personally 
Identifiable Information (“PII”), as that term is defined herein, for purposes authorized 
under the ACA and, more particularly, under 45 C.F.R. § 155.200, including but not limited 
to assisting consumers with the application process for determining eligibility for 
Insurance Affordability Programs, including Advance Premium Tax Credits and Cost-
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Sharing Reductions, the Maryland Medical Assistance Program and the Maryland 
Children’s Health Program; and 

 
WHEREAS, the Non-Exchange Entity’s access to PII submitted to the Exchange 

shall make the entity a “Non-Exchange Entity”, as that term is defined in 45 C.F.R. § 
155.260(b)(1); and 

 
WHEREAS, for good and lawful consideration as set forth in the Underlying 

Agreement, MHBE and the Non-Exchange Entity each acknowledge and agree that they 
enter into this Agreement for the purposes, among others as may be detailed herein, of 
ensuring the confidentiality, privacy and security of data accessed by the Non-Exchange 
Entity or exchanged between the Parties under this Agreement and compliance with the 
requirements of the ACA, including 45 C.F.R. § 155.260(b)(2) and, regardless of whether 
otherwise applicable to the Non-Exchange Entity, 45 C.F.R. § 155.270(a); and 

 
WHEREAS, this Agreement supersedes and replaces any and all Business 

Associate Agreements, Trading Partner Agreements, Non-Exchange Entity Agreements 
or Agreements regarding the subject matter herein that the Non-Exchange Entity and 
MHBE may have entered into prior to the date hereof; 

 
NOW THEREFORE, the premises having been considered with acknowledgement 

of the mutual promises and of other good and valuable consideration herein contained, 
the Parties, intending to be legally bound, hereby agree as follows: 
 
AGREEMENT 

 
A. Recitals.  The Recitals are true and correct in all respects, are incorporated 

into this Agreement and form a part of this Agreement. 
 

B. Definitions. For purposes of this Agreement, the Parties agree that the 
following definitions apply, regardless of whether the identified word is capitalized herein: 

 
1. “Breach” shall mean the loss of control, compromise, unauthorized 

disclosure, unauthorized acquisition, or any similar occurrence where (1) a person other 
than an authorized user accesses or potentially accesses personally identifiable 
information  or (2) an authorized user accesses or potentially accesses personally 
identifiable information for an other than authorized purpose (as defined by OMB 
Memorandum M-17-12 (Jan 3, 2017)). 

 
2. “Incident”  shall mean an occurrence that (1) actually or imminently 

jeopardizes, without lawful authority, the integrity, confidentiality, or availability of 



72 
 
 

 

information or an information system; or (2) constitutes a violation or imminent threat of 
violation of law, security policies, security procedures, or acceptable use policies (as 
defined by OMB Memorandum M-17-12 (Jan 3, 2017)). 

 
3. “Personally Identifiable Information” or “PII” shall mean personally 

identifiable information as defined by OMB Memorandum M-17-12 (January 3, 2017) 
(“PII refers to information that can be used to distinguish or trace an individual’s identity, 
either alone or when combined with other information that is linked or linkable to a 
specific individual.”). 

 
4.  “Unsecured PII” shall include, but not be limited to, electronic PII that is not 

encrypted by use of an algorithmic process to transform data into a form in which there 
is a low probability of assigning meaning without use of a confidential process or key. 

 
C. Permitted Uses and Disclosure of PII by the Non-Exchange Entity.   

 
1. Non-Exchange Entity may only use or disclose PII as necessary to perform 

the services set forth in the Underlying Agreement or as required by law. 
 
2. Non-Exchange Entity agrees to limit uses, disclosures and requests for PII 

to the minimum necessary to accomplish its intended purposes.  
 
3. Non-Exchange Entity shall not use or disclose PII in a manner that would 

violate 45 C.F.R. § 155.260 if done by MHBE. 
 
4. Except as otherwise limited in this Agreement, Non-Exchange Entity agrees 

to disclose PII for the proper management and administration, or legal responsibilities of 
the Non-Exchange Entity only when (i) such disclosures are required by law, or (ii) Non-
Exchange Entity obtains reasonable assurances from the person to whom the 
information is disclosed that the information will remain confidential and used or further 
disclosed only as required by law or for the purpose for which it was disclosed to the 
person, and the person notifies the Non-Exchange Entity of any instances of which it is 
aware in which the confidentiality of the information has been breached. 

 
5. Non-Exchange Entity shall not directly or indirectly receive remuneration in 

exchange for any PII of an individual. For the avoidance of doubt, this provision shall not 
preclude Non-Exchange Entity from receiving payment for the provision of services set 
forth in the Underlying Agreement or that are required by law.    

 
6. Non-Exchange Entity shall not use or disclose PII for the purposes of 

marketing a product or service unless necessary to perform the services set forth in the 
Underlying Agreement or required by law.  For the purposes of this provision, “marketing” 
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shall mean a communication about a product or service that encourages recipients of 
the communication to purchase or use the product or service.    

D. Duties of the Non-Exchange Entity Relative to PII.   
 

1. The Non-Exchange Entity shall not use or disclose PII other than as 
permitted or required by the Agreement or as required by law. 

 
2. The Non-Exchange Entity shall use appropriate administrative, technical 

and physical safeguards to protect the privacy of PII including, without limitation, by 
storing electronic PII in encrypted format. 

 
3. Non-Exchange Entity shall use privacy and security standards at least as 

protective as MHBE has established and implemented for itself.  For example, and 
without limitation, Non-Exchange Entity shall comply with the standards, implementation 
specifications, operating rules, and code sets adopted in 45 C.F.R. Parts 160 and 162, 
regardless of whether otherwise made applicable to Non-Exchange Entity pursuant to 
45 C.F.R. § 155.270(a), to provide for the secure exchange of PII and to prevent use or 
disclosure of PII other than as provided in the Agreement.   Further, Non-Exchange Entity 
shall: 

 
a. Implement administrative, physical and technical safeguards to protect 

PII accessed pursuant to this Agreement and the Underlying Agreement 
from loss, theft or inadvertent disclosure. 

b. Safeguard PII at all times, regardless of whether or not the Non-
Exchange Entity’s employee, contractor, or agent is at his or her regular 
duty station. 

c. Ensure that laptops and other electronic devices/media containing PII 
are encrypted and/or password protected. 

d. Send emails containing PII only if encrypted and being sent to and being 
received by email addresses of persons authorized to receive such 
information.  

e. Limit disclosure of the information and details relating to a PII loss only 
to those with a need to know. 

f. Restrict access to PII to only those authorized employees, contractors, 
and agents who need such data to perform their official duties in 
connection with purposes identified in this Agreement and the 
Underlying Agreement; such restrictions shall include, at a minimum, 
role-based access that limits access to those individuals who need it to 
perform their official duties in connection with the uses of data 
authorized in this Agreement and the Underlying Agreement 
(“authorized users”). Further, the Non-Exchange Entity shall advise all 
users who will have access to the data provided under this Agreement 
and the Underlying Agreement of the confidential nature of the data, the 
safeguards required to protect the data, and the civil and criminal 
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sanctions for noncompliance contained in the applicable State and 
federal laws.  

 
4. Non-Exchange Entity shall monitor, periodically assess, and update its 

security controls and related system risks, to ensure the continued effectiveness of those 
controls. 

 
5. Non-Exchange Entity shall inform MHBE of any change in its administrative, 

technical or operational environments to the extent any are material in the Underlying 
Agreement. 

 
6. Non-Exchange Entity shall require any agents or downstream entities to 

which access to PII is granted in connection with the Underlying Agreement to adhere to 
the same privacy and security standards and obligations to which Non-Exchange Entity 
hereby agrees. 

 
7. Non-Exchange Entity shall report to MHBE any use or disclosure of PII not 

permitted by this Agreement or required by law, including any Breaches of PII of which 
it becomes aware.  Non-Exchange Entity further agrees to report to MHBE any Incident 
of which it becomes aware without unreasonable delay, and in no case later than five (5) 
calendar days after the Incident.  Further, Non-Exchange Entity shall report all suspected 
or confirmed Incidents involving loss or suspected loss of PII to MHBE within one (1) 
hour of discovery. (Complete to the extent possible EXHIBIT 1, attached hereto.)   

   
8.  If the use or disclosure amounts to a Breach of Unsecured PII, the Non-

Exchange Entity shall ensure its report: 
 

a. Is made to MHBE without unreasonable delay and in no case later than 
fifteen (15) calendar days after the Incident constituting the Breach is first 
known, except where a law enforcement official determines that a notification 
would impede a criminal investigation or cause damage to national security.  For 
the avoidance of doubt, Non-Exchange Entity must notify MHBE of an incident 
involving the acquisition, access, use or disclosure of PII in a manner not 
permitted under 45 C.F.R. § 155.260 or this Agreement within five (5) calendar 
days after an Incident even if Non-Exchange Entity has not conclusively 
determined within that time that the Incident constitutes a Breach as defined by 
this Agreement; 
b. Includes the names of the individuals whose unsecured PII has been, or is 

reasonably believed to have been, the subject of a Breach; 
 
c. Is in substantially the same form as EXHIBIT 1 attached hereto; and 
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d. Includes a draft letter for MHBE to review and approve prior to Non-
Exchange Entity’s notification of the affected individuals that their unsecured PII 
has been, or is reasonably believed to have been, the subject of a Breach.  The 
notification must include, to the extent possible: 

i) A brief description of what happened, including the date of the Breach and 
the date of the discovery of the Breach, if known; 

ii) The types of Unsecured PII that were involved in the Breach (such as full 
name, Social Security number, date of birth, home address, account 
number, or other types of information that were involved); 

iii) Any steps the affected individuals should take to protect themselves from 
potential harm resulting from the Breach; 

iv) The toll-free telephone numbers and addresses for the major consumer 
reporting agencies; 

v) The toll-free telephone numbers, addresses and web site addresses for (1) 
the Federal Trade Commission; and (2) the Maryland Office of the Attorney 
General; 

vi)  A brief description of what MHBE and the Non-Exchange Entity are doing 
to investigate the Breach, to mitigate losses, and to protect against any 
further Breaches; and 

vii) Contact procedures for the affected individuals to ask questions or learn 
additional information, which shall include a telephone number, toll-free 
telephone number if one is maintained and postal address and may include 
an email address and web-site address. 

9. To the extent permitted by the Underlying Agreement, Non-Exchange Entity 
may use agents and subcontractors. The Non-Exchange Entity shall ensure that any 
subcontractors or agents that create, receive, maintain, or transmit PII on behalf of Non-
Exchange Entity agree to the same restrictions, conditions and requirements that apply 
to Non-Exchange Entity with respect to such information. 

 
10. Non-Exchange Entity agrees to maintain and make available the 

information required to prove an accounting of disclosures of PII to MHBE or, as directed 
by MHBE, to an individual. 

 
11. Non-Exchange Entity agrees to make its internal practices, books, and 

records, including PII, available to MHBE and/or the Secretary of the U.S. Department 
of Health and Human Services for purposes of determining compliance with the ACA’s 
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privacy and security regulations as well as with the standards MHBE has established 
pursuant to 45 C.F.R. § 155.260, as set forth in 45 C.F.R. § 155.280(a). 

 
12. Non-Exchange Entity agrees to mitigate, to the extent practicable, any 

harmful effect known to Non-Exchange Entity of a use or disclosure of PII by Non-
Exchange Entity in violation of the requirements of this Agreement. 

 
E. Term and Termination.   
 
1. Term. The Term of this Agreement shall be effective as of the Effective Date 

defined above and shall terminate when all of the PII provided by MHBE to the Non-
Exchange Entity, or the PII created or received by Non-Exchange Entity on behalf of 
MHBE, is destroyed or returned to MHBE, in accordance with the termination provisions 
in this Section E, or on the date MHBE terminates for cause as authorized in paragraph 
(2) of this Section, whichever is sooner.  If it is impossible to return or destroy all of the 
PII provided by MHBE to Non-Exchange Entity, or the PII created or received by Non-
Exchange Entity on behalf of MHBE, Non-Exchange Entity’s obligations under this 
contract shall be ongoing with respect to that information, unless and until a separate 
written agreement regarding that information is entered into with MHBE. 
 

2. Termination. Upon MHBE's knowledge of a material breach of this 
Agreement by Non-Exchange Entity, MHBE:  

 
a. Shall provide an opportunity for Non-Exchange Entity to cure the breach 

or end the violation and, if Non-Exchange Entity does not cure the 
breach or end the violation within the time specified by MHBE, may 
terminate this Agreement; or 
 

b. May immediately terminate this Agreement if Non-Exchange Entity has 
breached a material term of this Agreement and MHBE determines or 
reasonably believes that cure is not possible. 

 
3. Effect of Termination.   
 

a. Upon termination of this Agreement, for any reason, Non-Exchange 
Entity shall return or, if agreed to by MHBE, destroy all PII received from MHBE, or 
created, maintained, or received by Non-Exchange Entity on behalf of MHBE, which the 
Non-Exchange Entity maintains in any form.  Non-Exchange Entity shall retain no copies 
of the PII.  This provision shall apply to PII that is in the possession of subcontractors or 
agents of Non-Exchange Entity.   

b. Should Non-Exchange Entity make an intentional or grossly 
negligent Breach of PII in violation of this Agreement or applicable law, MHBE shall have 
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the right to immediately terminate any agreement, other than this Agreement, then in force 
between the Parties, including the Underlying Agreement. 

 
4. Survival.  The obligations of Non-Exchange Entity under this Section shall 

survive the termination of this Agreement. 
 
F. Consideration.  Non-Exchange Entity recognizes that the promises it has 

made in this Agreement shall, henceforth, be detrimentally relied upon by MHBE in 
choosing to continue or commence a business relationship with Non-Exchange Entity. 

 
G. Remedies in the Event of Breach. Non-Exchange Entity hereby 

recognizes that irreparable harm will result to MHBE, and to the business of MHBE, in 
the event of breach by Non-Exchange Entity of any of the covenants and assurances 
contained in this Agreement.  As such, in the event of breach of any of the covenants 
and assurances contained in Sections C or D above, MHBE shall be entitled to enjoin 
and restrain Non-Exchange Entity from any continued violation of Sections C or D.  
Furthermore, in the event of breach of Sections C or D by Non-Exchange Entity, MHBE 
shall be entitled to take appropriate remedial action up to and including termination of 
this Agreement to prevent Non-Exchange Entity from any continued violations of C and 
D. 

 
H. Modification; Amendment.  This Agreement may only be modified or 

amended through a writing signed by the Parties and, thus, no oral modification or 
amendment hereof shall be permitted.  The Parties agree to take such action as is 
necessary to amend this Agreement from time to time as is necessary for MHBE to 
comply with the requirements of the ACA and, were it to become or imminently be 
applicable, the Health Insurance Portability and Accountability Act of 1996, as amended, 
together with all regulations promulgated thereto, and any other applicable law. 

 
I.  Interpretation of this Agreement in Relation to Other Agreements 

Between the Parties.  Should there be any conflict between the language of this 
Agreement and any other contract entered into between the Parties (either previous or 
subsequent to the date of this Agreement), the language and provisions of this 
Agreement shall control and prevail unless the Parties specifically refer in a subsequent 
written agreement to this Agreement by its title and date and specifically state that the 
provisions of the later written agreement shall control over this Agreement. 

 
J. Governing Law. This Agreement shall be governed and construed in 

accordance with the laws of the State of Maryland, including, without limitation, Title 12 
of the State Government Article of the Annotated Code of Maryland, but without regard 
to its choice of law provisions.  This Agreement is not intended to modify the Parties’ 
respective obligations to comply with all applicable federal, state and local laws, rules, 
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and regulations, including but in no way limited to any and all laws, rules, and regulations 
related to privacy protection and confidentiality. 

 
K. Miscellaneous.   
 

1. Ambiguity.  Any ambiguity in this Agreement shall be resolved to 
permit MHBE to comply with the ACA and its provisions with respect to the privacy and 
security of personally identifiable information. 

 
2. Regulatory References.  A reference in this Agreement to a section 

in the ACA, including any regulations promulgated thereto, means the section as in effect 
or as amended. 

 
3. Notice to MHBE.  Any notice required under this Agreement to MHBE 

shall be made in writing to: 
 
Caterina Pañgilinan 
Chief Compliance Officer 
Maryland Health Benefit Exchange 
750 E. Pratt Street, 6th Floor 
Baltimore, MD 21202 
Phone: (410) 547-1838 
Email: caterina.pangilinan@maryland.gov 
 
With a copy to: 
Sharon S. Street, Principal Counsel 
Office of the Attorney General 
Maryland Health Benefit Exchange Division 
750 E. Pratt Street, 6th Floor 
Baltimore, MD 21202 
Phone: (410) 547-7378 
Email: sharon.street1@maryland.gov 
 
4. Notice to Non-Exchange Entity. Any notice required under this 

Agreement to be given Non-Exchange Entity shall be made in writing to:  
 

Address:  ________________________________ 

   ________________________________ 

Attention: ________________________________ 

Phone: ________________________________ 

mailto:caterina.pangilinan@maryland.gov
mailto:sharon.street1@maryland.gov
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Email: ________________________________ 

 

5. Method of Notice.  Notices shall be sufficient if made by email and 
acknowledged within 24 hours by reply email, or delivered by a nationally recognized 
overnight carrier, such as FedEx, or via U.S. Mail-Certified Delivery, Return Receipt 
Requested.   

 
6. Survival.  Any provision of this Agreement which contemplates 

performance or observance subsequent to any termination or expiration of this contract 
shall survive termination or expiration of this Agreement and continue in full force and 
effect. 

 
7. Severability.  If any term contained in this Agreement is held or finally 

determined to be invalid, illegal, or unenforceable in any respect, in whole or in part, such 
term shall be severed from this Agreement, and the remaining terms contained herein 
shall continue in full force and effect, and shall in no way be affected, prejudiced, or 
disturbed thereby. 

 
8. Terms.  All of the terms of this Agreement are contractual and not 

merely recital and none may be amended or modified except by a writing executed by 
all parties hereto. 

 
9. Priority.  This Agreement supersedes and renders null and void any 

and all prior written or oral undertakings or agreements between the parties regarding 
the subject matter hereof.  For the avoidance of doubt, such null and void prior 
agreements do not include the Underlying Agreement. 

 
[Signatures next page(s)] 
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IN WITNESS WHEREOF and acknowledging acceptance and agreement of the 
foregoing, the Parties affix their signatures hereto.  

MHBE:  NON-EXCHANGE ENTITY: 

By:  ____________________________ 

Name:  _________________________ 

Title:  __________________________ 

Date:  __________________________ 

By:  ____________________________ 

Name:  __________________________ 

Title:  ___________________________ 

Date:  ___________________________ 

 

 

Form Non-Exchange Entity Agreement  
approved as to form and legal sufficiency 
on March 3, 2019 on file with MHBE. 

       

 

 

 

Form Date: 04.27.20 GS 05.30.19 
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EXHIBIT 1 
MHBE NOTIFICATION OF ACTUAL OR POTENTIAL 

PRIVACY – IT SECURITY INCIDENT REPORT 

Date Reported to MHBE: ___________________ 

This notification is made pursuant the Non-Exchange Entity Agreement between the MARYLAND 
HEALTH BENEFIT EXCHANGE, a public corporation and independent unit of State government 
(“MHBE”) and reporting agency  ___________________________________________________     
(“Insert Non-Exchange Entity name”).  Non-Exchange Entity hereby notifies MHBE that there has been 
an actual or potential breach of unsecured personally identifiable information (“PII”) that Non-Exchange 
Entity has used or has had access to under the terms of the Non-Exchange Entity Agreement.  Please 
provide as much detail as possible. 
 
1) Description of the breach:  
_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

2) Were documents inappropriately loaded into wrong account?    �  Yes      � No  
If “yes,” in wrong account, Full Name of Account Owner:       
_____________________________________________________________________________________ 
(First)                                              (Middle)                        (Last)   
Application ID ____________________________ Document ID(s) _____________________________  
 
3) Was breach identified from work list or in application while assisting a customer?  �  Yes   � No  

4) Date of discovery of the breach: ___________________ Date of the breach: ____________________  

5) Does the breach involve 500 or more individuals?  Yes/No 

6) Number of individuals “affected” (read: Number whose PII was exposed) by the breach:  __________ 

7) Name(s) of individuals “affected” by the breach (read: whose PII was expose): (attach list if over 5)   

1. _________________________________________     Application ID___________________________ 

2. __________________________________________   Application ID___________________________ 

3. __________________________________________    Application ID___________________________  

4. __________________________________________    Application ID___________________________ 

5.__________________________________________    Application ID___________________________ 

(Please Complete Other Side) 

8) For each “affected” individual, explicitly list the types of unsecured PII that were involved in the 
breach (such as “full name”, “Social Security number”, “date of birth”, “Medicaid number”, “home 
address”, “account number”, “passport number,” or other number. (Please refrain from simply identifying 
the type of document): 
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Name(s) of “Affected” Party  Document ID #            Types of PII 

1. ____________________________________   _____________ ________________________________ 

2.____________________________________   _____________ ________________________________ 

3.____________________________________   _____________ ________________________________ 

4.____________________________________   _____________ ________________________________ 

5.____________________________________   _____________ ________________________________ 

9) Was breach caused by reporting entity?     �  Yes      � No 

If “yes,” Description of what Non-Exchange Entity is doing to investigate the breach, to mitigate losses, 
and to protect against any further breaches: 
_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

_____________________________________________________________________________________ 

10) Contact information to ask questions or learn additional information: 

Name: ________________________________________________________________________ 

Title: ________________________________________________________________________ 

Address:  ________________________________________________________________________ 

________________________________________________________________________ 

Email Address: ________________________________________________________________________ 

Phone Number: ________________________________________________________________________ 

Please securely email completed form to mhbeincident.report@maryland.gov or call Cat 
Pañgilinan, MHBE Chief Compliance Officer, at 410-547-1838, if you have any questions.  Thank You! 

(FORM) MHBE Notification of Privacy-IT Security Incident Report 2019-04-15 
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Attachment G 
Non-Governmental Partner Addendum for FY 2021 

to the Connector Entity Non-Exchange Entity Agreement   
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Partner Entity Non-Exchange Entity Agreement Addendum for FY 2021 
For Partner Entities of Individual Exchange Connector Entities 

 
 This Partner Entity Non-Exchange Entity Agreement Addendum (this “Agreement”) is made by 
and between _______________________________ [Insert full business entity name of CE Partner] (the 
“Partner”), a partner entity in the Individual Exchange Connector Entity identified below, and the 
Maryland Health Benefit Exchange, a governmental unit of the State of Maryland (“MHBE”).  Each of 
the “Partner” and the “MHBE” is a “Party” to this Agreement and, together, are the “Parties.” 

Recitals 

 WHEREAS, the Partner signed a Partnership of Entities Letter of Intent on or about 
______________ [Insert date Partner signed Partnership of Entities LOI] (the “Letter of Intent”) with 
_______________________________________ [Insert full business entity name of CE Prime Entity] 
(the “Prime Entity”); and  

WHEREAS, pursuant to the Letter of Intent, the Partner acknowledged that it was a partner in an 
Individual Exchange Connector Entity, as defined under  Md. Code Ann., Ins. (“Ins.”) §§ 31-101(i), that 
includes but may not be limited to the Prime Entity and the Partner (the “Connector Entity”); and 

 WHEREAS, pursuant to Ins. §31-113(f) and a Connector Entity Program Grant Agreement for 
FY 2021 effective as of July 1, 2020, the MHBE has authorized the Connector Entity to provide certain 
services that involve access to personally identifiable information (“PII”) protected under 45 C.F.R. § 
155.260; and   

 WHEREAS, the Prime Entity has executed a Non-Exchange Entity Agreement with MHBE as 
required pursuant to 45 C.F.R. § 155.260(b)(2) (the “Connector Entity NEEA”), which Non-Exchange 
Entity Agreement is attached hereto as Tab 1 and incorporated herein; and  

 WHEREAS, for the avoidance of doubt, each of the Partner and MHBE wishes to execute this 
addendum pursuant to 45 C.F.R. §155.260(b)(2) to make clear that the Partner is likewise bound by the 
requirements of the Connector Entity NEEA; 

 NOW THEREFORE, the premises having been considered with the acknowledgment of the 
mutual promises and of other good and valuable consideration herein contained, each of the Partner and 
MHBE agree as follows: 

Agreement 

1. The Recitals are true and correct in all respects, are incorporated into this Agreement and 
form a part of this Agreement. 
 

2. The Partner’s access to PII submitted to the MHBE shall make the Partner a “Non-Exchange 
Entity”, as that term is defined under 45 C.F.R. § 155.260(b)(1). 

 
3. The Partner shall be subject to, and shall abide by, the terms and conditions of the Connector 

Entity NEEA in the same manner, and to the same degree, as if it were the Prime Entity.  
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4. This Agreement shall be binding and effective if the Parties sign separate copies of the 

document, as though they had signed the same copy, and where the Parties exchange original 
signatures on the Agreement via scanned pdf. or facsimile 

 

IN WITNESS WHEREOF, and acknowledging acceptance and agreement of the foregoing, the 
Parties affix their signatures hereto.  

MHBE:  NON-EXCHANGE ENTITY: 

By: __________________________________ 

Name: _______________________________ 

Title: _______________________________ 

Date:    _______________________________ 

By:  _________________________________ 

Name: _______________________________ 

Title: _______________________________ 

Date:    _______________________________ 

 

 

Form Partner Entity Non-Exchange Entity 
Agreement Addendum approved as to form 
and legal sufficiency on 6-23-20, on file  
with MHBE. 
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END OF 2021 CE MANUAL 


